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/] RFFFN T
long deserialize(DataTree dt, Map<Long, Integer> sessions)
throws IOException;

/] I i
void serialize (DataTree dt, Map<Long, Integer> sessions,
File name)
throws IOException;

/**k

* find the most recent snapshot file

* B sl ) B R ST A

=/

File findMostRecentSnapshot () throws IOException;
/] RETRF IR

void close () throws IOException;

}
2) #EHE

public interface TxnLog {

// BEIRSIRE

void setServerStats (ServerStats serverStats);

/) BHHE
void rollLog () throws IOException;

// B

boolean append (TxnHeader hdr, Record r) throws IOException;

// S

TxnIterator read(long zxid) throws IOException;

// BRBR G zxid
long getlLastlLoggedZxid () throws IOException;

// MERHE

boolean truncate(long zxid) throws IOException;

// 3REL Db1d
long getDbId () throws IOException;

/] R
void commit () throws IOException;

// HERIN A
long getTxnLogSyncElapsedTime () ;

// RHAE

void close () throws IOException;

// BEERCHEREN

public interface TxnIterator {
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/7 RBCLAE

TxnHeader getHeader();

/] RBAEREI N A

Record getTxn () ;

// F&iRx

boolean next () throws IOException;

/7 KRB

void close() throws IOException;

/7 BREAAHE IR A

long getStorageSize () throws IOException;

}
3) ARERRF AL L

TxnLogéRigAERENO SnapShotiEgEN

FileTxnLog implements TxnLog FileSnap implements SnapShot

' ¥

public class FileTxnSnapLog {

private TxnLog txnLog; // #RiEH®E
private SnapShot snaplLog; // {RE&

!

2.1.2 FIULIRRY
zookeeper-jute UL /& T Zookeeper 554 AH IR Y

RES2EA, A / IR%BEEB, A
A . - TEEthiE
interface Index S
l BB, e o0 I B
PILE
E X599 OutputArchivetk [:::> E XL InputArchivel
O, &% AR 53 b, HSEMEEER %
interface Record 15231259 : DataNode - MultiTransactionRecord. MultiResponse

D A P 34 J5 12

public interface Record {

// T
public void serialize (OutputArchive archive, String tag)
throws IOException;

/] RFFATT
public void deserialize (InputArchive archive, String tag)
throws IOException;
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}

2) &R
public interface Index {
/] R
public boolean done() ;
VA Nt

public void incr();

}
3) AR I HdR 2R A
/**

* Interface that alll the serializers have to implement.
*

*/

public interface OutputArchive {
public void writeByte (byte b, String tag) throws IOException;
public void writeBool (boolean b, String tag) throws

IOException;
public void writeInt (int i, String tag) throws IOException;
public void writelLong(long 1, String tag) throws IOException;
public void writeFloat(float £, String tag) throws

IOException;

public void writeDouble (double d, String tag) throws
IOException;

public void writeString(String s, String tag) throws
IOException;

public void writeBuffer (byte buf[], String tag)
throws IOException;

public void writeRecord(Record r, String tag) throws
IOException;

public void startRecord(Record r, String tag) throws
IOException;

public void endRecord(Record r, String tag) throws
IOException;

public wvoid startVector(List<?> v, String tag) throws
IOException;

public void endVector (List<?> v, String tag) throws
IOException;

public void startMap (TreeMap<?,?> v, String tag) throws
IOException;

public void endMap (TreeMap<?,?> v, String tag) throws
IOException;

}
4) IS RE R SR
/**

* Interface that all the Deserializers have to implement.
*

=)

public interface InputArchive {
public byte readByte (String tag) throws IOException;
public boolean readBool (String tag) throws IOException;
public int readInt (String tag) throws IOException;
public long readLong (String tag) throws IOException;
public float readFloat (String tag) throws IOException;
public double readDouble (String tag) throws IOException;
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public String readString(String tag) throws IOException;
public byte[] readBuffer (String tag) throws IOException;
public void readRecord(Record r, String tag) throws

IOException;
public void startRecord(String tag) throws IOException;
public void endRecord(String tag) throws IOException;
public Index startVector (String tag) throws IOException;
public void endVector (String tag) throws IOException;
public Index startMap (String tag) throws IOException;
public void endMap (String tag) throws IOException;

}

2.2 ZK [R5 IR 4a A IRAD AT
& ZKIRSSIRAA A EERRT .

zkServer.shstart ——» nohup "$JAVA"
+ MRS

+$ZOOMAIN (org.apache.zookeeper.server.quorum.QuorumPeerMain )
+"$ZOOCFG" (zKEnv.sh3({#1ZOOCFG="z00.cfg")

PRI
QuorumPeerMain.java

1 R B

v
main() 111 RESHRBEHAND ) arse . parseProperties , setupQuorumP ., setupMyld
new p fi##frzoo.cfg eerConfig f#trmyid
™ QuorumPeerMain() 113 B B
new getSnapRetain getPurgelnterva P Task
> initalizeAndRun | > DatadirCleanup > Couni(=3E4> - I0=OXIEEII - "SiLUESEEs
Manager {REB3/MRER B8 L
11 SEAERIIRAL Defaultis
" zookeeper.serv | “NIOServerCnx
* runFromConfig »  createFactory ‘ > erCnxnFactory ‘ nFactory’
FAENIOBE(S
11 iBzk HIBHNIONESS
. QuorumPeer.st > configure > ﬁsocke}, 4E
art() 2181i%0

2.2.1 ZK R4 ja sh A< 45T

1) Zookeeper JIR%% (5 &1 44 zkServer.sh start

zkServer.sh

#!/usr/bin/env bash

# use POSTIX interface, symlink is followed automatically
ZOOBIN="${BASH SOURCE-$0}"
ZOOBIN="$(dirname "${ZOOBIN}")"
ZOOBINDIR="$(cd "${ZOOBIN}"; pwd)"

if [ -e "$ZOOBIN/../libexec/zkEnv.sh" ]; then

. "$ZOOBINDIR"/../libexec/zkEnv.sh
else

."$ZOOBINDIR"/zkEnv.sh  //kH24F 3REL zkEnv.sh H [) 343525 5 (ZOOCFG="z00.cfg")
fi

# See the following page for extensive details on setting

# up the JVM to accept IMX remote management:

# http://java.sun.com/javase/6/docs/technotes/guides/management/agent.html
# by default we allow local JIMX connections

if [ "x$JMXLOCALONLY" ="x" ]
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then
JMXLOCALONLY=false
fi

if [ "x$IMXDISABLE" = "x" ] || [ "$JIMXDISABLE" = 'false' ]
then
echo "ZooKeeper JIMX enabled by default" >&2
if [ "x$IMXPORT" = "x" ]
then
# for some reason these two options are necessary on jdk6 on Ubuntu
#  accord to the docs they are not necessary, but otw jconsole cannot
# doalocal attach
ZOOMA IN="-Dcom.sun.management.jmxremote
Dcom.sun.management.jmxremote.local.only=$JMXLOCALONLY
org.apache.zookeeper.server.quorum.QuorumPeerMain"
else
if [ "x$IMXAUTH" = "x" ]
then
IMXAUTH=false
fi
if [ "x$JMXSSL" ="x" ]
then
IMXSSL=false
fi
if [ "x$IMXLOG4J" = "x" ]
then
IMXLOG4J=true
fi
echo "ZooKeeper remote JIMX Port set to SIMXPORT" >&2
echo "ZooKeeper remote JMX authenticate set to SIMXAUTH" >&2
echo "ZooKeeper remote IMX ssl set to $JIMXSSL" >&2
echo "ZooKeeper remote IMX log4j set to SIMXLOG4]" >&2
ZOOMA IN="-Dcom.sun.management.jmxremote
Dcom.sun.management.jmxremote.port=8$JMXPORT
Dcom.sun.management.jmxremote.authenticate=SIMXAUTH
Dcom.sun.management.jmxremote.ssI=$JMXSSL
Dzookeeper.jmx.log4j.disable=$JMXLOG4J
org.apache.zookeeper.server.quorum.QuorumPeerMain"
fi
else
echo "JMX disabled by user request" >&2
ZOOMAIN="org.apache.zookeeper.server.quorum.QuorumPeerMain"
fi

if [ "X$SERVER_JVMFLAGS" 1= "y ]
then

JVMFLAGS="$SERVER JVMFLAGS $JVMFLAGS"
fi

case $1 in
start)
echo -n "Starting zookeeper ... "
if [ -f"$ZOOPIDFILE" ]; then
if kill -0 “cat "$ZOOPIDFILE"" > /dev/null 2>&1; then
echo $command already running as process ‘cat "$ZOOPIDFILE"".
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exit 1
fi

fi

nohup "$JAVA" $Z00 DATADIR AUTOCREATE "-
Dzookeeper.log.dir=${ZOO LOG DIR}" \

"-Dzookeeper.log.file=${ZOO LOG FILE}" "-
Dzookeeper.root.logger=${ZO0O_LOG4J PROP}" \

-XX:+HeapDumpOnOutOfMemoryError -XX:OnOutOfMemoryError="kill -9 %p' \

-cp "$CLASSPATH" $IVMFLAGS $ZOOMAIN "$ZOOCFG" >
"$ ZOO DAEMON_OUT" 2>&1 < /dev/mull &

echo -n "Stopping zookeeper ... "
if [ ! -f"$ZOOPIDFILE" ]
then
echo "no zookeeper to stop (could not find file $ZOOPIDFILE)"
else
$KILL $(cat "$ZOOPIDFILE")
rm "$ZOOPIDFILE"

sleep 1
echo STOPPED
fi
exit 0
restart)
shift
vv$0n StOp ${@}
sleep 3
"$0" start ${@}
status)
*) 2
echo "Usage: $0 [--config <conf-dir>] {start|start-foreground|stop|restart|status|print-
cmd}" >&2
esac

2) zkServer.sh start J&&)Z H LR AT N

nohup "$JAVA"

+ —HEHRZ S

+$ZOOMAIN (org.apache.zookeeper.server.quorum.QuorumPeerMain)
+"$ZOOCFG" (zkEnv.sh X+ ZOOCFG="zo0.cfg")

3) ATCAREF B 2 QuorumPeerMain.java 2

2.2.2 ZK R&mash AN

1) ctrl +n, #FK QuorumPeerMain

QuorumPeerMain.java

public static void main(String[] args) {
/IR — 2k FE R

QuorumPeerMain main = new QuorumPeerMain();
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try {
Il WIEEAT 3B 4T, args S TRASE P zoo.cfg
main.initializeAndRun(args);

} catch (Illegal ArgumentException e) {

LOG:.info("Exiting normally");
System.exit(0);

}

2) initializeAndRun

protected void initializeAndRun(String[ ] args)
throws ConfigException, IOException, AdminServerException

Il Bk MECEB R
QuorumPeerConfig config = new QuorumPeerConfig();
if (args.length ==1) {
/11 BT ZE, zoo.cfg Al myid
config.parse(args[0]);

{

}

/12 JBENERMES, XIEHRRIR, BATHER (BRIAZThRES<H)

// Start and schedule the the purge task

DatadirCleanupManager purgeMgr = new DatadirCleanupManager(config
.getDataDir(), config.getDatalLogDir(), config
.getSnapRetainCount(), config.getPurgelnterval());

purgeMgr.start();

if (args.length == 1 && config.isDistributed()) {
13 JABhERRE
runFromConfig(config);
} else {
LOG.warn("Either no config or no quorum defined in config, running "
+ " in standalone mode");
// there is only server in the quorum -- run as standalone
ZooKeeperServerMain.main(args);

J
2.2.3 B S zoo.cfg F1 myid

QuorumPeerConfig.java

public void parse(String path) throws ConfigException {
LOG.info("Reading configuration from: " + path);

try {
I RS R4 R R A
File configFile = (new VerifyingFileFactory.Builder(LOG)
.warnForRelativePath()
failForNonExistingPath()
.build()).create(path);

Properties cfg = new Properties();

FileInputStream in = new FileInputStream(configFile);
try {
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/1 IR BB S

cfg.load(in);

configFileStr = path;
} finally {

in.close();

}

I AT L B A

parseProperties(cfg);
} catch (IOException e) {

throw new ConfigException("Error processing " + path, e);
} catch (Illegal ArgumentException e) {

throw new ConfigException("Error processing " + path, e);

QuorumPeerConfig.java

public void parseProperties(Properties zkProp)
throws IOException, ConfigException {

int clientPort = 0;

int secureClientPort = 0;

String clientPortAddress = null;

String secureClientPortAddress = null;

VerifyingFileFactory vif = new
VerifyingFileFactory.Builder(LOG).warnForRelativePath().build();

/I BEER zoo.cfg SAFFHHRIE(E, FHFIBIES QuorumPeerConfig XA
for (Entry<Object, Object> entry : zkProp.entrySet()) {

String key = entry.getKey().toString().trim();

String value = entry.getValue().toString().trim();

if (key.equals("dataDir")) {
dataDir = vff.create(value);

} else if (key.equals("dataLogDir")) {
datalLogDir = vff.create(value);

} else if (key.equals("clientPort")) {
clientPort = Integer.parselnt(value);

} else if (key.equals("localSessionsEnabled")) {
localSessionsEnabled = Boolean.parseBoolean(value);

} else if (key.equals("localSessionsUpgradingEnabled")) {
localSessionsUpgradingEnabled = Boolean.parseBoolean(value);

} else if (key.equals("clientPortAddress")) {
clientPortAddress = value.trim();

} else if (key.equals("secureClientPort")) {
secureClientPort = Integer.parselnt(value);

} else if (key.equals("secureClientPortAddress")){
secureClientPortAddress = value.trim();

} else if (key.equals("tickTime")) {
tickTime = Integer.parselnt(value);

} else if (key.equals("maxClientCnxns")) {
maxClientCnxns = Integer.parselnt(value);

} else if (key.equals("minSessionTimeout")) {
minSessionTimeout = Integer.parselnt(value);
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if (dynamicConfigFileStr == null) {
setupQuorumPeerConfig(zkProp, true);
if (isDistributed() && isReconfigEnabled()) {
// we don't backup static config for standalone mode.
// we also don't backup if reconfig feature is disabled.
backupOldConfig();

}
QuorumPeerConfig.java

void setupQuorumPeerConfig(Properties prop, boolean configBackwardCompatibilityMode)
throws IOException, ConfigException {

quorum Verifier = parseDynamicConfig(prop, electionAlg, true,
configBackwardCompatibilityMode);

setupMyld();

setupClientPort();

setupPeerType();

checkValidity();

}
QuorumPeerConfig.java

private void setupMyld() throws IOException {
File myldFile = new File(dataDir, "myid");
// standalone server doesn't need myid file.
if ('mylIdFile.isFile()) {
return;
}

BufferedReader br = new BufferedReader(new FileReader(myldFile));
String myldString;
try {
myldString = br.readLine();
} finally {
br.close();
}

try {
/1 Y5FEHT myid SCAEFA id BRAES serverld
serverld = Long.parseLong(myldString);
MDC .put("myid", myldString);
} catch (NumberFormatException e) {
throw new IllegalArgumentException("serverid " + myldString
+ " is not a number");

}
2.2.4 i 3R HE M BR

LR ZERALSS, AR, SATIIER . BRIAIZIhRER <P )

protected void initializeAndRun(String[ ] args)
throws ConfigException, IOException, AdminServerException

{
/B Zk BB
QuorumPeerConfig config = new QuorumPeerConfig();
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if (args.length == 1) {
111 fEHTSE, zoo.cfg Fl myid
config.parse(args[0]);

b

/12 BEERAES, SHEEIRE, SATHER (BRARSKHD

// config.getSnapRetainCount() = 3 # />R B (IR IR AN5L

// config.getPurgelnterval() = 0 BRI\ 0 IR H]

// Start and schedule the the purge task

DatadirCleanupManager purgeMgr = new DatadirCleanupManager(config
.getDataDir(), config.getDataLLogDir(), config
.getSnapRetainCount(), config.getPurgelnterval());

purgeMgr.start();

if (args.length == 1 && config.isDistributed()) {

/'3 JBREHERE
runFromConfig(config);
} else {
LOG.warn("Either no config or no quorum defined in config, running '
+ " in standalone mode");
// there is only server in the quorum -- run as standalone
ZooKeeperServerMain.main(args);

"

}

protected int snapRetainCount = 3;
protected int purgelnterval = 0;

public void start() {
if (PurgeTaskStatus. STARTED == purgeTaskStatus) {
LOG.warn("Purge task is already running.");
return;

}
/1 BRINTEDL purgelnterval=0, ZE%<H, HERME
// Don't schedule the purge task with zero or negative purge interval.
if (purgelnterval <= 0) {
LOG.info("Purge task is not scheduled.");
return;

}
Il BI—AERS 8
timer = new Timer("PurgeTask", true);

I BE— NEERRESR

TimerTask task = new PurgeTask(dataLogDir, snapDir, snapRetainCount);

/I W02 purgelnterval B EKMER 1, R 1 /PRHEE—IX, ABTREHTHHRE,

E=L)IES
timer.scheduleAtFixedRate(task, 0, TimeUnit. HOURS.toMillis(purgelnterval));

purgeTaskStatus = PurgeTaskStatus.STARTED;
}

static class PurgeTask extends TimerTask {
private File logsDir;
private File snapsDir;
private int snapRetainCount;
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public PurgeTask(File dataDir, File snapDir, int count) {
logsDir = dataDir;
snapsDir = snapDir;
snapRetainCount = count;

}

@Override
public void run() {
LOG.info("Purge task started.");
try {
/1 TEEE R B
PurgeTxnLog.purge(logsDir, snapsDir, snapRetainCount);
} catch (Exception e) {
LOG.error("Error occurred while purging.", ¢);
}

LOG.info("Purge task completed.");

}

public static void purge(File dataDir, File snapDir, int num) throws IOException {
if (num < 3) {
throw new IllegalArgumentException(COUNT ERR_MSG);
b

FileTxnSnapLog txnLog = new FileTxnSnapLog(dataDir, snapDir);

List<File> snaps = txnLog.findNRecentSnapshots(num);
int numSnaps = snaps.size();
if (numSnaps > 0) {
purgeOlderSnapshots(txnLog, snaps.get(numSnaps - 1));
}

}
2.2.5 ¥IastbdE s A

protected void initializeAndRun(String[] args)
throws ConfigException, IOException, AdminServerException
{

/I B zk FECERE R
QuorumPeerConfig config = new QuorumPeerConfig();
if (args.length ==1) {
111 BT ZE, zoo.cfg Al myid
config.parse(args[0]);
}

112 JBENERMES, XK, BATHER (BRIARSKHD

// config.getSnapRetainCount() = 3 /> f 5 (1R A%k

// config.getPurgelnterval() = 0 RN 0 FKIRK ]

// Start and schedule the the purge task

DatadirCleanupManager purgeMgr = new DatadirCleanupManager(config
.getDataDir(), config.getDatal ogDir(), config
.getSnapRetainCount(), config.getPurgelnterval());

purgeMgr.start();

if (args.length == 1 && config.isDistributed()) {
/13 EENER (BT
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runFromConfig(config);
1 else {
LOG.warn("Either no config or no quorum defined in config, running "
+ " in standalone mode");
// there is only server in the quorum -- run as standalone

.S &N

ZooKeeperServerMain.main(args);

}
1) BEEDERIA NIO (7] BLSZHF Netty)

public void runFromConfig(QuorumPeerConfig config)
throws IOException, AdminServerException

LOG.info("Starting quorum peer");

try {
ServerCnxnFactory cnxnFactory = null;
ServerCnxnFactory secureCnxnFactory = null;

I BEEAIIE, BRIAE NIO i&fE
if (config.getClientPortAddress() != null) {
cnxnFactory = ServerCnxnFactory.createFactory();
cnxnFactory.configure(config.getClientPortAddress(),
config.getMaxClientCnxns(), false);

}

if (config.getSecureClientPortAddress() != null) {
secureCnxnFactory = ServerCnxnFactory.createFactory();
secureCnxnFactory.configure(config.getSecureClientPortAddress(),
config.getMaxClientCnxns(), true);

}

1 FEFENTHI S BORIE L% zookeeper T K
quorumPeer = getQuorumPeer();
quorumPeer.setTxnFactory(new FileTxnSnapLog(
config.getDatalogDir(),
config.getDataDir()));

quorumPeer.enableLocalSessions(config.areLocalSessionsEnabled());
quorumPeer.enableLocalSessionsUpgrading(

config.isLocalSessionsUpgradingEnabled());
//quorumPeer.setQuorumPeers(config.getAllMembers());
quorumPeer.setElectionType(config.getElectionAlg());
quorumPeer.setMyid(config.getServerld());
quorumPeer.setTickTime(config.getTickTime());
quorumPeer.setMinSessionTimeout(config.getMinSessionTimeout());
quorumPeer.setMaxSessionTimeout(config.getMaxSessionTimeout());
quorumPeer.setlnitLimit(config.getInitLimit());
quorumPeer.setSyncLimit(config.getSyncLimit());
quorumPeer.setConfigFileName(config.getConfigFilename());
I B ik BARIIFERE
quorumPeer.setZK Database(new ZKDatabase(quorumPeer.getTxnFactory()));
quorumPeer.setQuorum Verifier(config.getQuorum Verifier(), false);
if (config.getLastSeenQuorum Verifier()!=null) {

quorumPeer.setLastSeenQuorum Verifier(config.getLastSeenQuorum Verifier(),
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false);
b

quorumPeer.initConfiginZKDatabase();
/| B ok WIS
quorumPeer.setCnxnFactory(cnxnFactory);
quorumPeer.setSecureCnxnFactory(secureCnxnFactory);
quorumPeer.setSslQuorum(config.isSslQuorum());
quorumPeer.setUsePortUnification(config.shouldUsePortUnification());
quorumPeer.setLearnerType(config.getPeerType());
quorumPeer.setSyncEnabled(config.getSyncEnabled());
quorumPeer.setQuorumListenOnAllIPs(config.getQuorumListenOnAllIPs());
if (config.sslQuorumReloadCertFiles) {
quorumPeer.getX509Util().enableCertFileReloading();

quorumPeer.setQuorumCnxnThreadsSize(config.quorumCnxnThreadsSize);
quorumPeer.initialize();

/I Jash zk

quorumPeer.start();
quorumPeer.join();

} catch (InterruptedException e) {

}
}

// warn, but generally this is ok
LOG.warn("Quorum Peer interrupted", e);

static public ServerCnxnFactory createFactory() throws IOException {
String serverCnxnFactoryName =

System.getProperty(ZOOKEEPER SERVER CNXN FACTORY);

if (serverCnxnFactoryName == null) {

}

serverCnxnFactoryName = NIOServerCnxnFactory.class.getName();

try {

ServerCnxnFactory serverCnxnFactory = (ServerCnxnFactory)

Class.forName(serverCnxnFactoryName)

}

}

public

.getDeclaredConstructor().newlInstance();
LOG.info("Using {} as server connection factory", serverCnxnFactoryName);
return serverCnxnFactory;
catch (Exception e) {
IOException ioe = new [OException("Couldn't instantiate "
+ serverCnxnFactoryName);
ioe.initCause(e);
throw ioe;

static final String ZOOKEEPER SERVER CNXN FACTORY =

"zookeeper.serverCnxnFactory";

zookeeperAdmin.md SCFH
* *serverCnxnFactory™ :

(Java system property: **zookeeper.serverCnxnFactory**)

Specifies ServerCnxnFactory implementation.
This should be set to "NettyServerCnxnFactory' in order to use TLS based server
communication.
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Default is "NIOServerCnxnFactory .
2) W4k N1O fR45%m Socket (FFARJEZN)

ctrl + alt +B #r#k configure 52 2%, NIOServerCnxnFactory.java

public void configure(InetSocketAddress addr, int maxcc, boolean secure) throws IOException

if (secure) {
throw new  UnsupportedOperationException("SSL  isn't  supported in
NIOServerCnxn");

configureSaslLogin();

maxClientCnxns = maxcc;
sessionlessCnxnTimeout = Integer.getInteger(

ZOOKEEPER NIO SESSIONLESS CNXN TIMEOUT, 10000);
/I We also use the sessionlessCnxnTimeout as expiring interval for
/I enxnExpiryQueue. These don't need to be the same, but the expiring
// interval passed into the ExpiryQueue() constructor below should be
// less than or equal to the timeout.
cnxnExpiryQueue =

new ExpiryQueue<NIOServerCnxn>(sessionlessCnxnTimeout);
expirerThread = new ConnectionExpirerThread();

int numCores = Runtime.getRuntime().availableProcessors();
// 32 cores sweet spot seems to be 4 selector threads
numSelectorThreads = Integer.getInteger(
ZOOKEEPER NIO NUM SELECTOR THREADS,
Math.max((int) Math.sqrt((float) numCores/2), 1));
if (numSelectorThreads < 1) {
throw new IOException("numSelectorThreads must be at least 1");
}

numWorkerThreads = Integer.getInteger(
ZOOKEEPER NIO NUM WORKER THREADS, 2 * numCores);
workerShutdownTimeoutMS = Long.getLong(
ZOOKEEPER NIO_SHUTDOWN_TIMEOUT, 5000);

for(int i=0; i<numSelectorThreads; ++i) {
selectorThreads.add(new SelectorThread(i));
}

/I AL NIO fRS5 %t socket, SB5E 2181 %, W DAL P HiiE R
this.ss = ServerSocketChannel.open();

ss.socket().setReuseAddress(true);

LOG.info("binding to port " + addr);

/1 BB5E 2181 ¥ 0

ss.socket().bind(addr);

ss.configureBlocking(false);

acceptThread = new AcceptThread(ss, addr, selectorThreads);
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2.3 ZK R4 m inZRE 5 R AL AT
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public void runFromConfig(QuorumPeerConfig config)
throws IOException, AdminServerException

{
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LOG:.info("Starting quorum peer");

try {
ServerCnxnFactory cnxnFactory = null;
ServerCnxnFactory secureCnxnFactory = null;

I BREARIIE, BRIVE NI1O &fF
if (config.getClientPortAddress() != null) {
cnxnFactory = ServerCnxnFactory.createFactory();
cnxnFactory.configure(config.getClientPortAddress(),
config.getMaxClientCnxns(), false);

}

if (config.getSecureClientPortAddress() != null) {
secureCnxnFactory = ServerCnxnFactory.createFactory();
secureCnxnFactory.configure(config.getSecureClientPortAddress(),
config.getMaxClientCnxns(), true);

}

Il FEENT RIS BIREL 1% Zookeeper i R
quorumPeer = getQuorumPeer();
quorumPeer.setTxnFactory(new FileTxnSnapLog(
config.getDatalL.ogDir(),
config.getDataDir()));
quorumPeer.enableLocalSessions(config.arelL.ocalSessionsEnabled());
quorumPeer.enableLocalSessionsUpgrading(
config.isLocalSessionsUpgradingEnabled());
//quorumPeer.setQuorumPeers(config.getAllMembers());
quorumPeer.setElectionType(config.getElectionAlg());
quorumPeer.setMyid(config.getServerld());
quorumPeer.setTickTime(config.getTickTime());
quorumPeer.setMinSessionTimeout(config.getMinSessionTimeout());
quorumPeer.setMaxSessionTimeout(config.getMaxSessionTimeout());
quorumPeer.setlnitLimit(config.getInitLimit());
quorumPeer.setSyncLimit(config.getSyncLimit());
quorumPeer.setConfigFileName(config.getConfigFilename());
I B ok BRI
quorumPeer.setZK Database(new ZKDatabase(quorumPeer.getTxnFactory()));
quorumPeer.setQuorum Verifier(config.getQuorum Verifier(), false);
if (config.getLastSeenQuorum Verifier()!=null) {
quorumPeer.setLastSeenQuorum Verifier(config.getlLastSeenQuorum Verifier(),
false);
}
quorumPeer.initConfiginZKDatabase();
/I S 2k KBRS
quorumPeer.setCnxnFactory(cnxnFactory);
quorumPeer.setSecureCnxnFactory(secureCnxnFactory);
quorumPeer.setSslQuorum(config.isSslQuorum());
quorumPeer.setUsePortUnification(config.shouldUsePortUnification());
quorumPeer.setLearnerType(config.getPeerType());
quorumPeer.setSyncEnabled(config.getSyncEnabled());
quorumPeer.setQuorumListenOnAllIPs(config.getQuorumListenOnAlIIPs());
if (config.sslQuorumReloadCertFiles) {
quorumPeer.getX509Util().enableCertFileReloading();
}
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quorumPeer.setQuorumCnxnThreadsSize(config.quorumCnxnThreadsSize);
quorumPeer.initialize();

/Il Jash zk

quorumPeer.start();
quorumPeer.join();
} catch (InterruptedException e) {
// warn, but generally this is ok
LOG.warn("Quorum Peer interrupted", e);

b
b

2) REHREHSE

QuorumPeer.java

public synchronized void start() {
if (!getView().containsKey(myid)) {
throw new RuntimeException("My id " + myid + " not in the peer list");

J

Il % RSB RE

loadDataBase();

startServerCnxnFactory();

try {
Il JBEERE L) BN R
adminServer.start();

} catch (AdminServerException e) {
LOG.warn("Problem starting AdminServer", e);
System.out.printin(e);

}

Il HERIEREIF
startLeaderElection();
Il PAT R

super.start();

private void loadDataBase() {
try {
I BB RN AT, PKE DataTree
I zk WIHRAE X P S ERAE AR 5518 4E
/| BEBRAE: zk.cteate(); HSRAE ML A2 RME—K zxid, zxid 41/k: 64 fir:
(Hi 32 fiI: epoch B> leader [EEARIMA T J5 32 fi7: txid AHS id)
/I JEBEBAE: zk getData()

/1 AR IR

/(1D PRSP E RHES 73 d5 . FF153— lastProcessZXid

/1 (2O NG H E AT replay, P47 B f5— 2% H EIFHEH lastProcessZXid
I/ (3) #4533, datatree Fll lastProcessZXid, TG E 58K
zkDb.loadDataBase();

// load the epochs
long lastProcessedZxid = zkDb.getDataTree().lastProcessedZxid;
long epochOfZxid = ZxidUtils.getEpochFromZxid(lastProcessedZxid);

try {
currentEpoch = readLongFromFile(CURRENT EPOCH_FILENAME);
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} catch(FileNotFoundException e) {

// pick a reasonable epoch number

// this should only happen once when moving to a

// new code version

currentEpoch = epochOfZxid;

LOG.info(CURRENT EPOCH FILENAME

+ " not found! Creating with a reasonable default of {}. This should

only happen when you are upgrading your installation",

currentEpoch);
writeLongToFile(CURRENT EPOCH_FILENAME, currentEpoch);

if (epochOfZxid > currentEpoch) {

throw new IOException("The current epoch, " 4
ZxidUtils.zxidToString(currentEpoch) + ", is older than the last zxid, " + lastProcessedZxid);
}
try {

acceptedEpoch = readLongFromFile(ACCEPTED EPOCH_FILENAME);
} catch(FileNotFoundException €) {
// pick a reasonable epoch number
// this should only happen once when moving to a
// new code version
acceptedEpoch = epochOfZxid;
LOG.info(ACCEPTED_EPOCH_FILENAME
+ " not found! Creating with a reasonable default of {}. This should
only happen when you are upgrading your installation",
acceptedEpoch);
writeLongToFile(ACCEPTED EPOCH_FILENAME, acceptedEpoch);

}
if (acceptedEpoch < currentEpoch) {
throw new IOException("The accepted epoch, " <
ZxidUtils.zxidToString(acceptedEpoch) + " is less than the current epoch, " +

ZxidUtils.zxidToString(currentEpoch));

} catch(IOException ie) {
LOG:.error("Unable to load database on disk", ie);
throw new RuntimeException("Unable to run quorum server ", ie);

}
}
public long loadDataBase() throws IOException {
long zxid = snapLog.restore(dataTree, sessionsWithTimeouts,

commitProposalPlaybackListener);
initialized = true;
return zxid;

}

public long restore(DataTree dt, Map<Long, Integer> sessions,
PlayBackListener listener) throws IOException {
I RE RSB AR R] DataTree
long deserializeResult = snapLog.deserialize(dt, sessions);
FileTxnLog txnLog = new FileTxnLog(dataDir);

RestoreFinalizer finalizer = () -> {

/1 RE % H EHHE R DataTree

long highestZxid = fastForwardFromEdits(dt, sessions, listener);
return highestZxid;

H% Java - K& i —python N LR ReBEkl Tak, AT EEVIH.: MESE M



Oerzs MEARARZ Zookeeper (EABAH)

}s

if (-1L == deserializeResult) {
/* this means that we couldn't find any snapshot, so we need to
* initialize an empty database (reported in ZOOKEEPER-2325) */
if (txnLog.getLastLoggedZxid() !=-1) {
/I ZOOKEEPER-3056: provides an escape hatch for users upgrading
// from old versions of zookeeper (3.4.x, pre 3.5.3).
if (!trustEmptySnapshot) {
throw  new  IOException(EMPTY SNAPSHOT WARNING  +
"Something is broken!");
1 else {
LOG.warn("{}This should only be allowed during upgrading.",
EMPTY_ SNAPSHOT WARNING);
return finalizer.run();
}
}

/* TODO: (br33d) we should either put a ConcurrentHashMap on restore()
& or use Map on save() */

save(dt, (ConcurrentHashMap<Long, Integer>)sessions);

/* return a zxid of zero, since we the database is empty */

return 0;

}

return finalizer.run();

}
ctrl + alt +B 4K deserialize 5Z¥I2% FileSnap.java

public long deserialize(DataTree dt, Map<Long, Integer> sessions)

throws IOException {

// we run through 100 snapshots (not all of them)

// if we cannot get it running within 100 snapshots

// we should give up

List<File> snapList = findN ValidSnapshots(100);

if (snapList.size() == 0) {
return -1L;

}

File snap = null;
boolean foundValid = false;

11 BRI Py — MR R I
for (int i = 0, snapListSize = snapList.size(); 1 < snapListSize; i++) {
snap = snapList.get(i);
LOG.info("Reading snapshot " + snap);
Il RFFFIN IS
try (InputStream snaplS = new BufferedInputStream(new FilelnputStream(snap));
CheckedInputStream crcln = new CheckedInputStream(snaplS, new
Adler32())) {
InputArchive ia = BinarylnputArchive.getArchive(crcln);

I RFFIM, REFHEER] DataTree

deserialize(dt, sessions, ia);
long checkSum = crcln.getChecksum().getValue();
long val = ia.readLong("val");
if (val = checkSum) {
throw new IOException("CRC corruption in snapshot : " + snap);
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}
foundValid = true;

break;
} catch (IOException e) {
LOG.warn("problem reading snap file " + snap, e);

}

}
if (!foundValid) {

throw new IOException("Not able to find valid snapshots in " + snapDir);
}

dt.lastProcessedZxid = Util.getZxidFromName(snap.getName(),
SNAPSHOT FILE PREFIX);

return dt.lastProcessedZxid;
}

public void deserialize(DataTree dt, Map<Long, Integer> sessions,
InputArchive ia) throws IOException {
FileHeader header = new FileHeader();
header.deserialize(ia, "fileheader");
if (header.getMagic() != SNAP_MAGIC) {
throw new IOException("mismatching magic headers "
+ header.getMagic() +
"!= "+ FileSnap.SNAP_MAGIC);

¥
/I PRE B EE S DataTree

SerializeUtils.deserializeSnapshot(dt,ia,sessions);

public static void deserializeSnapshot(DataTree dt,InputArchive ia,
Map<Long, Integer> sessions) throws IOException {
int count = ia.readInt("count");
while (count > 0) {
long id = ia.readLong("id");
int to = ia.readInt("timeout");
sessions.put(id, to);
if (LOG.isTraceEnabled()) {
ZooTrace.logTraceMessage(LOG, ZooTrace.SESSION TRACE MASK,
"loadData --- session in archive: " + id
+ " with timeout: " + to);

}

count--;

}
/I RE R EIE S DataTree

dt.deserialize(ia, "tree");

public void deserialize(InputArchive ia, String tag) throws IOException {
aclCache.deserialize(ia);
nodes.clear();
pTrie.clear();
String path = ia.readString("path");

/I MERBHPRE S — datanode T S EIE 2] DataTree
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while (!"/".equals(path)) {

I BRI B — T R B
DataNode node = new DataNode();
ia.readRecord(node, "node");

// % DataNode 7k 2| DataTree

nodes.put(path, node);

synchronized (node) {
aclCache.addUsage(node.acl);

H
int lastSlash = path.lastIndexOf{('/");
if (lastSlash == -1) {
root = node;
} else {
/I REFEAHAT R
String parentPath = path.substring(0, lastSlash);
DataNode parent = nodes.get(parentPath);
if (parent == null) {
throw new IOException("Invalid Datatree, unable to find " +
"parent " + parentPath + " of path " + path);

}

I AEBETFH R
parent.addChild(path.substring(lastSlash + 1));

/1 AEERIG T RAIK AT R
long eowner = node.stat.getEphemeralOwner();
EphemeralType ephemeralType = Ephemeral Type.get(cowner);
if (ephemeral Type == Ephemeral Type. CONTAINER) {
containers.add(path);
} else if (ephemeral Type == EphemeralType. TTL) {
ttls.add(path);
} else if (eowner != 0) {
HashSet<String> list = ephemerals.get(eowner);
if (list == null) {
list = new HashSet<String>();
ephemerals.put(eowner, list);

}
list.add(path);

}
b
path = ia.readString("path");
}

nodes.put("/", root);

// we are done with deserializing the
// the datatree

// update the quotas - create path trie
// and also update the stat nodes
setupQuota();

aclCache.purgeUnused();

H% Java - K& i —python N LR ReBEkl Tak, AT EEVIH.: MESE M



Ursirz =

HEAFARZ Zookeeper (GEBLHT)

232 AEIFEKEHREHE

5] | FileTxnSnapLog.java 2 [1] restore /512

public long restore(DataTree dt, Map<Long, Integer> sessions,
PlayBackListener listener) throws IOException {

/I PR R S BE B DataTree

long deserializeResult = snapLog.deserialize(dt, sessions);
FileTxnLog txnLog = new FileTxnLog(dataDir);

RestoreFinalizer finalizer = () -> {

Il KR 4w H EFEE) DataTree

long highestZxid = fastForwardFromEdits(dt, sessions, listener);
return highestZxid;

return finalizer.run();

}

public long fastForwardFromEdits(DataTree dt, Map<Long, Integer> sessions,
PlayBackListener listener) throws IOException {

/I FEHZ AT, BEMNRBSAFRIRE T K0 HHE, BTRATMRIBK 2xid + 1

A EFFIEHE

Txnlterator itr = txnLog.read(dt.lastProcessedZxid+1);

I PRI BRKH] 2xid, FERATHE H SR, ZAMESABTEST, E2rE#RESIT

JG
long highestZxid = dt.lastProcessedZxid;
TxnHeader hdr;
try {
/I I\ lastProcessedZxid HEZ G T2, AWl MgwiEH EFIKRER T Kk
BARE B

while (true) {
// iterator points to
// the first valid txn when initialized
I FEMEFLEE (F xid)
hdr = itr.getHeader();
if (hdr == null) {
//lempty logs
return dt.lastProcessedZxid;

h
if (hdr.getZxid() < highestZxid && highestZxid != 0) {

LOG:.error("{} (highestZxid) > {}(next log) for type {}",

highestZxid, hdr.getZxid(), hdr.getType());
} else {
highestZxid = hdr.getZxid();
h
try {

/I FRIEGwE H B E HIER] DataTree, BHAT IR, TN KFES id,

highestZxid + 1
processTransaction(hdr,dt,sessions, itr.getTxn());
} catch(KeeperException.NoNodeException e) {

throw new IOException("Failed to process transaction type: " +

hdr.getType() + " error: " + e.getMessage(), e);
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}

listener.onTxnLoaded(hdr, itr.getTxn());
if (litr.next())
break;
H
} finally {
if (itr != null) {
itr.close();
H
}
return highestZxid;
H

public void processTransaction(TxnHeader hdr,DataTree dt,
Map<Long, Integer> sessions, Record txn)
throws KeeperException.NoNodeException {
ProcessTxnResult rc;
switch (hdr.getType()) {
case OpCode.createSession:
sessions.put(hdr.getClientId(),
((CreateSessionTxn) txn).getTimeOut());
if (LOG.isTraceEnabled()) {
ZooTrace.logTraceMessage(LOG,ZooTrace.SESSION TRACE MASK,
"playLog --- create session in log: 0x"
+ Long.toHexString(hdr.getClientld())
+ " with timeout: "
+ ((CreateSessionTxn) txn).getTimeOut());
}
// give dataTree a chance to sync its lastProcessedZxid
rc = dt.processTxn(hdr, txn);
break;
case OpCode.closeSession:
sessions.remove(hdr.getClientld());
if (LOG.isTraceEnabled()) {
ZooTrace.logTraceMessage(LOG,ZooTrace.SESSION TRACE MASK,
"playLog --- close session in log: 0x"
+ Long.toHexString(hdr.getClientld()));

}
rc = dt.processTxn(hdr, txn);
break;

default:

/RN R MIBRTT AN A B AP 3 S5 R AR S

rc = dt.processTxn(hdr, txn);

}

/**
* Snapshots are lazily created. So when a snapshot is in progress,
* there is a chance for later transactions to make into the
* snapshot. Then when the snapshot is restored, NONODE/NODEEXISTS
* errors could occur. It should be safe to ignore these.
*/
if (rc.err != Code.OK.intValue()) {
LOG.debug(
"Ignoring processTxn failure hdr: {}, error: {}, path: {}",
hdr.getType(), rc.err, rc.path);

}
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public ProcessTxnResult processTxn(TxnHeader header, Record txn, boolean isSubTxn)

{

ProcessTxnResult rc = new ProcessTxnResult();

try {
rc.clientld = header.getClientId();
rc.cxid = header.getCxid();
rc.zxid = header.getZxid();
rc.type = header.getType();
rc.err = 0;
rc.multiResult = null;
switch (header.getType()) {
case OpCode.create:
CreateTxn createTxn = (CreateTxn) txn;
rc.path = createTxn.getPath();
createNode(
createTxn.getPath(),
createTxn.getData(),
createTxn.getAcl(),
createTxn.getEphemeral() ? header.getClientld() : 0,
createTxn.getParentCVersion(),
header.getZxid(), header.getTime(), null);
break;
case OpCode.create2:
CreateTxn create2Txn = (CreateTxn) txn;
rc.path = create2 Txn.getPath();
Stat stat = new Stat();
createNode(
create2 Txn.getPath(),
create2Txn.getData(),
create2Txn.getAcl(),
create2 Txn.getEphemeral() ? header.getClientId() : 0,
create2 Txn.getParentCVersion(),
header.getZxid(), header.getTime(), stat);
rc.stat = stat;
break;
case OpCode.createTTL:
CreateTTLTxn createTtITxn = (CreateTTLTxn) txn;
rc.path = createTtITxn.getPath();
stat = new Stat();
createNode(
createTtlTxn.getPath(),
createTtlTxn.getData(),
createTtlTxn.getAcl(),

EphemeralType. TTL.toEphemeralOwner(createTtITxn.getTtl()),
createTtlTxn.getParentCVersion(),
header.getZxid(), header.getTime(), stat);

rc.stat = stat;
break;
case OpCode.createContainer:
CreateContainerTxn createContainerTxn = (CreateContainerTxn) txn;
rc.path = createContainerTxn.getPath();
stat = new Stat();
createNode(
createContainerTxn.getPath(),
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createContainerTxn.getData(),
createContainerTxn.getAcl(),
EphemeralType. CONTAINER EPHEMERAL OWNER,
createContainerTxn.getParentCVersion(),
header.getZxid(), header.getTime(), stat);

rc.stat = stat;
break;

case OpCode.delete:

case OpCode.deleteContainer:
DeleteTxn deleteTxn = (DeleteTxn) txn;
rc.path = deleteTxn.getPath();
deleteNode(deleteTxn.getPath(), header.getZxid());
break;

case OpCode.reconfig:

case OpCode.setData:

SetDataTxn setDataTxn = (SetDataTxn) txn;

rc.path = setDataTxn.getPath();

rc.stat = setData(setDataTxn.getPath(), setDataTxn
.getData(), setDataTxn.getVersion(), header
.getZxid(), header.getTime());

break;
case OpCode.setACL:
SetACLTxn setACLTxn = (SetACLTxn) txn;
rc.path = setACLTxn.getPath();
rc.stat = setACL(setACLTxn.getPath(), setACLTxn.getAcl(),
setACLTxn.getVersion());
break;
case OpCode.closeSession:
killSession(header.getClientld(), header.getZxid());
break;
case OpCode.error:
ErrorTxn errTxn = (ErrorTxn) txn;
rc.err = errTxn.getErr();
break;
case OpCode.check:
CheckVersionTxn checkTxn = (CheckVersionTxn) txn;
rc.path = checkTxn.getPath();
break;
case OpCode.multi:
MultiTxn multiTxn = (MultiTxn) txn ;
List<Txn> txns = multiTxn.getTxns();
rc.multiResult = new ArrayList<ProcessTxnResult>();
boolean failed = false;
for (Txn subtxn : txns) {
if (subtxn.getType() == OpCode.error) {
failed = true;
break;

H
} catch (KeeperException e) {
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QuorumPeer.java

public synchronized void start() {
if (!getView().containsKey(myid)) {

throw new RuntimeException("My id " + myid + " not in the peer list");

J
loadDataBase();

startServerCnxnFactory();

try {
adminServer.start();

} catch (AdminServerException e) {
LOG.warn("Problem starting AdminServer", e);
System.out.printin(e);
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Il EEEHEE
startLeaderElection();
super.start();

}

synchronized public void startLeaderElection() {
t
Y {if (getPeerState() == ServerState. LOOKING) {
I BIEEE
/(1) EEHM: epoch (leader KFHAE ) « zxid (FEA leader 23k
HEPATHIES 45 ) « myid (serverid)
/I (2) JHEERER, WELHED
currentVote = new Vote(myid, getLastLoggedZxid(), getCurrentEpoch());

H
} catch(IOException €) {
RuntimeException re = new RuntimeException(e.getMessage());
re.setStackTrace(e.getStackTrace());
throw re;

}

/I if ('getView().containsKey(myid)) {
/l throw new RuntimeException("My id " + myid + " not in the peer list");
1}
if (electionType == 0) {
try {
udpSocket = new DatagramSocket(getQuorumAddress().getPort());
responder = new ResponderThread();
responder.start();
} catch (SocketException ¢) {
throw new RuntimeException(e);
}

}
Il RIS IE LA
this.electionAlg = createElectionAlgorithm(electionType);

}

protected Election createElectionAlgorithm(int electionAlgorithm){
Election le=null;

//TODO: use a factory rather than a switch
switch (electionAlgorithm) {

case 0:
le = new LeaderElection(this);
break;

case 1:
le = new AuthFastLeaderElection(this);
break;

case 2:
le = new AuthFastLeaderElection(this, true);
break;

case 3:

// 1 8 QuorumCnxnManager, fi3TiE2TREF KA NLEE
QuorumCnxManager qcm = createCnxnManager();
QuorumCnxManager oldQcm = gcmRef.getAndSet(qcm);

if (oldQcm != null) {
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LOG.warn("Clobbering already-set QuorumCnxManager (restarting leader

election?)");

}

oldQcm.halt();
}

QuorumCnxManager.Listener listener = qcm.listener;
if(listener != null){

112 JEh BT A
listener.start();
/I 3 HERTFIRILEE
FastLeaderElection fle = new FastLeaderElection(this, gcm);
fle.start();
le = fle;
} else {
LOG:.error("Null listener when initializing cnx manager");
}
break;
default:
assert false;
}
return le;

D MgBEAMFIGEL

public QuorumCnxManager createCnxnManager() {

}

return new QuorumCnxManager(this,
this.getld(),
this.getView(),
this.authServer,
this.authLearner,
this.tickTime * this.syncLimit,
this.getQuorumListenOnAllIPs(),
this.quorumCnxnThreadsSize,
this.isQuorumSaslAuthEnabled());

public QuorumCnxManager(QuorumPeer self,

final long mySid,
Map<Long,QuorumPeer.QuorumServer> view,
QuorumAuthServer authServer,
QuorumAuthLearner authLearner,
int socketTimeout,
boolean listenOnAllIPs,
int quorumCnxnThreadsSize,
boolean quorumSaslAuthEnabled) {
/I QIR ETPEAS
this.recvQueue = new ArrayBlockingQueue<Message>(RECV_CAPACITY);
this.queueSendMap = new ConcurrentHashMap<Long,

ArrayBlockingQueue<ByteBuffer>>();

this.senderWorkerMap = new ConcurrentHashMap<Long, Send Worker>();
this.lastMessageSent = new ConcurrentHashMap<Long, ByteBuffer>();

String cnxToValue = System.getProperty("zookeeper.cnx Timeout");
if(cnxToValue != null) {

this.cnxTO = Integer.parselnt(cnxTo Value);
}
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this.self = self;

this.mySid = mySid;
this.socketTimeout = socketTimeout;
this.view = view;

this.listenOnAllIPs = listenOnAllIPs;

initialize Auth(mySid, authServer, authLearner, quorumCnxnThreadsSize,
quorumSaslAuthEnabled);

// Starts listener thread that waits for connection requests
listener = new Listener();
listener.setName("QuorumPeerListener");

}
2) WWreRfERIE4L

Rt QuorumCnxManager. Listener, 82X} W run J77%

public void run() {
int numRetries = 0;
InetSocketAddress addr;
Socket client = null;
Exception exitException = null;

while ((!shutdown) && (portBindMaxRetry == 0 || numRetries < portBindMaxRetry)) {
try {
if (self.shouldUsePortUnification()) {
LOG:.info("Creating TLS-enabled quorum server socket");
ss = new UnifiedServerSocket(self.getX509Util(), true);
} else if (self.isSslQuorum()) {
LOG:.info("Creating TLS-only quorum server socket");
ss = new UnifiedServerSocket(self.getX509Util(), false);
}else {
ss = new ServerSocket();
}

ss.setReuseAddress(true);

if (self.getQuorumListenOnAllIPs()) {
int port = self.getElectionAddress().getPort();
addr = new InetSocketAddress(port);

} else {
// Resolve hostname for this server in case the
// underlying ip address has changed.
self.recreateSocketAddresses(self.getld());
addr = self.getElectionAddress();

}

LOG.info("My election bind port: " + addr.toString());

setName(addr.toString());

/I 85 A 5 an bk

ss.bind(addr);

/I FEYEFR

while (!shutdown) {
try {

/I PHEE, SFRPAEER
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client = ss.accept();

setSockOpts(client);
LOG.info("Received connection request "
+

formatInetAddr((InetSocketAddress)client.getRemoteSocketAddress()));

// Receive and handle the connection request

// asynchronously if the quorum sasl authentication is

// enabled. This is required because sasl server

// authentication process may take few seconds to finish,

// this may delay next peer connection requests.

if (quorumSaslAuthEnabled) {

receiveConnectionAsync(client);
} else {

receiveConnection(client);
}

numRetries = 0;
} catch (SocketTimeoutException ) {
LOG.warn("The socket is listening for the election accepted "
+ "and it timed out unexpectedly, but will retry."
+ "see ZOOKEEPER-2836");
H

}
} catch (IOException e) {

closeSocket(client);
}
}
}
3) AL
Rt FastLeaderElection

public FastLeaderElection(QuorumPeer self, QuorumCnxManager manager){
this.stop = false;
this.manager = manager;

starter(self, manager);

}

private void starter(QuorumPeer self, QuorumCnxManager manager) {
this.self = self;
proposedLeader = -1;
proposedZxid = -1;

/I BIHEACBAF IS B

sendqueue = new LinkedBlockingQueue<ToSend>();
recvqueue = new LinkedBlockingQueue<Notification>();
this.messenger = new Messenger(manager);
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QuorumPeer.java
public synchronized void start() {

if (!getView().containsKey(myid)) {
throw new RuntimeException("My id " + myid + " not in the peer list");

}

Il ¥R EHRKE
loadDataBase();
startServerCnxnFactory();

try {
/1 JBENEAE ) SRR R

adminServer.start();

} catch (AdminServerException e) {
LOG.warn("Problem starting AdminServer", e);
System.out.println(e);

}

I e IREEIE
startLeaderElection();
/I JAT 2
super.start();

}
1) 4T super.start(); HiAH 24 T AT QuorumPeer.java ZEH 1 run() 7772

4 Zookeeper Ja 3 T 6 & Looking JRZS, it ik %5, ik H A — G RS CH Leader,
HAR IR 55 2% R Follower

QuorumPeer.java
public void run() {
updateThreadName();

LOG.debug("Starting quorum peer");

try {
jmxQuorumBean = new QuorumBean(this);
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MBeanRegistry.getlnstance().register(jmxQuorumBean, null);
for(QuorumServer s: getView().values()){
ZKMBeanlInfo p;
if (getld() == s.id) {
p = jmxLocalPeerBean = new LocalPeerBean(this);
try {
MBeanRegistry.getlnstance().register(p, jmxQuorumBean);
} catch (Exception e) {
LOG.warn("Failed to register with JIMX", e);
jmxLocalPeerBean = null;

}
1 else {
RemotePeerBean rBean = new RemotePeerBean(this, s);
try {
MBeanRegistry.getInstance().register(rBean, jmxQuorumBean);
jmxRemotePeerBean.put(s.id, rBean);
} catch (Exception e) {
LOG.warn("Failed to register with JMX", e);
}
}

h
} catch (Exception e) {

LOG.warn("Failed to register with JMX", e);
jmxQuorumBean = null;

b
try {
/*
* Main loop
&

while (running) {
switch (getPeerState()) {
case LOOKING:
LOG.info("LOOKING");

if (Boolean.getBoolean("readonlymode.enabled")) {
LOG.info("Attempting to start ReadOnlyZooKeeperServer");

// Create read-only server but don't start it immediately
final ReadOnlyZooKeeperServer roZk =
new ReadOnlyZooKeeperServer(logFactory, this, this.zkDb);

// Instead of starting roZk immediately, wait some grace
// period before we decide we're partitioned.
/
// Thread is used here because otherwise it would require
// changes in each of election strategy classes which is
// unnecessary code coupling.
Thread roZkMgr = new Thread() {
public void run() {
try {
// lower-bound grace period to 2 secs
sleep(Math.max(2000, tickTime));
if (ServerState. LOOKING.equals(getPeerState())) {
roZk.startup();
}

} catch (InterruptedException e) {

H% Java - K& i —python N LR ReBEkl Tak, AT EEVIH.: MESE M



Oerzs MEARARZ Zookeeper (EABAH)

LOG.info("Interrupted while attempting to start
ReadOnlyZooKeeperServer, not started");
} catch (Exception e) {
LOG.error("FAILED to start
ReadOnlyZooKeeperServer", e);

H
}
¥
try
roZkMgr.start();
reconfigFlagClear();
if (shuttingDownLE) {

shuttingDownLE = false;
startLeaderElection();

H
/I BT, AL, REIREMA Leader BEIEHKIARTK

setCurrentVote(makeEStrategy().lookForLeader());
} catch (Exception €) {

LOG.warn("Unexpected exception", e);

setPeerState(ServerState. LOOKING);
} finally {

// If the thread is in the the grace period, interrupt

// to come out of waiting.

roZkMgr.interrupt();

roZk.shutdown();

}
} else {

try {
reconfigFlagClear();
if (shuttingDownLE) {
shuttingDownLE = false;
startLeaderElection();
}
setCurrentVote(makeL EStrategy().lookForLeader());
} catch (Exception e) {
LOG.warn("Unexpected exception", e);
setPeerState(ServerState. LOOKING);
}
}
break;
case OBSERVING:
try {
LOG.info("OBSERVING");
setObserver(makeObserver(logFactory));
observer.observeLeader();
} catch (Exception e) {
LOG.warn("Unexpected exception",e );
} finally {
observer.shutdown();
setObserver(null);
updateServerState();
}
break;
case FOLLOWING:

try {
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LOG.info("FOLLOWING");
setFollower(makeFollower(logFactory));
follower.followLeader();
} catch (Exception e) {
LOG.warn("Unexpected exception",e);
} finally {
follower.shutdown();
setFollower(null);
updateServerState();

}
break;

case LEADING:

LOG.info("LEADING");

try {
setLeader(makeLeader(logFactory));
leader.lead();
setLeader(null);

} catch (Exception €) {
LOG.warn("Unexpected exception",e);

} finally {
if (leader !=null) {

leader.shutdown("Forcing shutdown");

setLeader(null);
updateServerState();
j
break;
}
start_fle = Time.currentElapsed Time();
H
} finally {

¥
2) ctrl+alt+b fi 5 lookForLeader()[JSZE2E FastLeaderElection.java

public Vote lookForLeader() throws InterruptedException {

try {
self.jmxLeaderElectionBean = new LeaderElectionBean();
MBeanRegistry.getInstance().register(

self.jmxLeaderElectionBean, self.jmxLocalPeerBean);

} catch (Exception e) {
LOG.warn("Failed to register with IMX", e);
self.jmxLeaderElectionBean = null;

}
if (self.start fle ==0) {

self.start_fle = Time.currentElapsedTime();
}

try {
I BB, A HMRSSE, BEERRE-ANRE

I T NRFBIBHT AR RRBE
HashMap<Long, Vote> recvset = new HashMap<Long, Vote>();

I T BRI Z SRR L R

HashMap<Long, Vote> outofelection = new HashMap<Long, Vote>();
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Il —RIRBEHIR KSR, BRIAMER 0.25

int notTimeout = finalize Wait;

Il FRE—HIEEE, logicalclock++
Il FEEAH I epoch R ZHT, AERZENHPAE
/] %2E leader BRI : fKIKHEEE epoch (AEHH)  zxid (F% id)  serverid
(myid)  #ERHEZLIE leader
synchronized(this){
Il BN, T —IRIER, HREEIEEN
// logicalclock = epoch
logicalclock.incrementAndGet();
/| BFEE (serverid, zxid, epoch) ,
updateProposal(getlnitld(), getlnitLastLoggedZxid(), getPeerEpoch());

}

LOG.info("New election. My id = " + self.getld() +
", proposed zxid=0x" + Long.toHexString(proposedZxid));

0T HRERE, E£E CREERS RS S

sendNotifications();

/*
* Loop in which we exchange notifications until we find a leader
X

Il =R —R R R H B E2 T

while ((self.getPeerState() == ServerState. LOOKING) &&

(!stop)){
H
return null;
} finally {

}
3) i sendNotifications, | #EIETE, BH CMEE K HAMRS %

private void sendNotifications() {
I BABRRS 5%, HEERFH/REEER
for (long sid : self.getCurrentAndNextConfigVoters()) {
Quorum Verifier qv = self.getQuorum Verifier();
Il BIBRIRIEEE
ToSend notmsg = new ToSend(ToSend.mType.notification,
proposedLeader,
proposedZxid,
logicalclock.get(),
QuorumPeer.ServerState. LOOKING,
sid,
proposedEpoch, gv.toString().getBytes());

if(LOG.isDebugEnabled()) {
LOG.debug("Sending Notification: " + proposedLeader + " (n.leader), 0x" +
Long.toHexString(proposedZxid)  + ! (n.zxid), 0x" +
Long.toHexString(logicalclock.get()) +
" (n.round), " + sid + " (recipient), " + self.getld() +
" (myid), 0x" + Long.toHexString(proposedEpoch) + " (n.peerEpoch)");
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/1 FERIEEEIBN RIZRAF

sendqueue.offer(notmsg);

H
4) {f FastLeaderElection.java 2 H1 24K WorkerSender ZE#2 .

class WorkerSender extends ZooKeeperThread {
volatile boolean stop;
QuorumCnxManager manager;

WorkerSender(QuorumCnxManager manager) {
super("WorkerSender");
this.stop = false;
this.manager = manager;

}

public void run() {
while (!stop) {
try {
/I BAFIRHEE, B 2B RIERIER
ToSend m = sendqueue.poll(3000, TimeUnit. MILLISECONDS);
if(m == null) continue;

/] AEERE R I AR

process(m);
} catch (InterruptedException e) {
break;
}
}
LOG.info("WorkerSender is down");
}
/**
* Called by run() once there is a new message to send.
* @param m message to send
&

void process(ToSend m) {
ByteBuffer requestBuffer = buildMsg(m.state.ordinal(),

m.leader,
m.zxid,
m.electionEpoch,
m.peerEpoch,
m.configData);
Il RIKIEER
manager.toSend(m.sid, requestBuffer);
}
}
public void toSend(Long sid, ByteBuffer b) {
/*
* If sending message to myself, then simply enqueue it (loopback).
3

I FmRRRAEHCHKHELE, EE#AEHCH RecvQueue
if (this.mySid == sid) {

b.position(0);

addToRecvQueue(new Message(b.duplicate(), sid));
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%

}

/*

* Otherwise send to the corresponding thread to send.
<

}else {

/*
* Start a new connection if doesn't have one already.
&
/I TR KRG FARNRSEE, IR R &% A S 5 IR DL AR R RIZBA

I FHIEERIERH BN %A
ArrayBlockingQueue<ByteBuffer> bq = new ArrayBlockingQueue<ByteBuffer>(
SEND CAPACITY);
ArrayBlockingQueue<ByteBuffer> oldq = queueSendMap.putlfAbsent(sid, bq);
if (oldq !=null) {
addToSendQueue(oldq, b);
}else {
addToSendQueue(bq, b);

}
Il WIEERIEH A

connectOne(sid);

5) GREIE R RIEE B O, HINEE CRE A
public void addToRecvQueue(Message msg) {

synchronized(recvQLock) {
if (recvQueue.remainingCapacity() == 0) {

try {
recvQueue.remove();
} catch (NoSuchElementException ne) {
// element could be removed by poll()
LOG.debug("Trying to remove from an empty " +
"recvQueue. Ignoring exception " + ne);

{
I FeRIES H CREERINE recvQueue A

recvQueue.add(msg);

} catch (IllegalStateException ie) {

// This should never happen
LOG:.error("Unable to insert element in the recvQueue " + ie);

6) HEININE K% S
private void addToSendQueue(ArrayBlockingQueue<ByteBuffer> queue,

ByteBuffer buffer) {
if (queue.remainingCapacity() == 0) {
try {

queue.remove();

} catch (NoSuchElementException ne) {

// element could be removed by poll()
LOG.debug("Trying to remove from an empty " +
"Queue. Ignoring exception " + ne);
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}

{
/1 B RIEHITE BRI E] &£\ 5
queue.add(buffer);
} catch (IllegalStateException ie) {
// This should never happen
LOG:.error("Unable to insert an element in the queue " + ie);

b
7) HERGE MRS 481 R LB 1R

synchronized void connectOne(long sid){
if (senderWorkerMap.get(sid) != null) {
LOG.debug("There is a connection already for server " + sid);
return;
H
synchronized (self.QV_LOCK) {
boolean knownld = false;
/I Resolve hostname for the remote server before attempting to
// connect in case the underlying ip address has changed.
self.recreateSocketAddresses(sid);
Map<Long, QuorumPeer.QuorumServer> lastCommittedView = self.getView();
Quorum Verifier lastSeenQV = self.getLastSeenQuorum Verifier();
Map<Long, QuorumPeer.QuorumServer> lastProposedView
lastSeenQV.getAllMembers();

if (lastCommitted View.containsKey(sid)) {
knownld = true;
if (connectOne(sid, lastCommitted View.get(sid).electionAddr))
return;
}
if (lastSeenQV !=null && lastProposedView.containsKey(sid)
&& ('knownld || (IastProposedView.get(sid).electionAddr !=
lastCommitted View.get(sid).electionAddr))) {
knownld = true;
if (connectOne(sid, lastProposedView.get(sid).electionAddr))
return;
}
if ('knownld) {
LOG.warn("Invalid server id: " + sid);
return;

synchronized private boolean connectOne(long sid, InetSocketAddress electionAddr){
if (senderWorkerMap.get(sid) != null) {
LOG.debug("There is a connection already for server " + sid);
return true;

}

Socket sock = null;

try {
LOG.debug("Opening channel to server " + sid);
if (self.isSsIQuorum()) {
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SSLSocket sslSock = self.getX509Util().createSSLSocket();
setSockOpts(sslSock);
sslSock.connect(electionAddr, cnxTO);
sslSock.startHandshake();
sock = sslSock;
LOG.info("SSL  handshake complete with {} - {} - {}",
sslSock.getRemoteSocketAddress(), sslSock.getSession().getProtocol(),
sslSock.getSession().getCipherSuite());
1 else {

sock = new Socket();

setSockOpts(sock);

sock.connect(electionAddr, cnxTO);

j
LOG.debug("Connected to server " + sid);

// Sends connection request asynchronously if the quorum
// sasl authentication is enabled. This is required because
// sasl server authentication process may take few seconds to
// finish, this may delay next peer connection requests.
if (quorumSaslAuthEnabled) {
initiateConnectionAsync(sock, sid);
} else {
Il KEERERE
initiateConnection(sock, sid);
H
return true;
} catch (UnresolvedAddressException ¢) {

}

public void initiateConnection(final Socket sock, final Long sid) {
try {
startConnection(sock, sid);
} catch (IOException e) {
LOG:.error("Exception while connecting, id: {}, addr: {}, closing learner
connection",
new Object[] { sid, sock.getRemoteSocketAddress() }, e);
closeSocket(sock);
return;

}
8) B IFE B AR AR LML A

private boolean startConnection(Socket sock, Long sid)

throws IOException {

DataOutputStream dout = null;

DatalnputStream din = null;

try {
// Use BufferedOutputStream to reduce the number of IP packets. This is
// important for x-DC scenarios.
/BN, RS RIS
BufferedOutputStream buf = new BufferedOutputStream(sock.getOutputStream());
dout = new DataOutputStream(buf);

// Sending id and challenge
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// represents protocol version (in other words - message type)
dout.writeLong(PROTOCOL VERSION);
dout.writeLong(self.getld());
String addr = formatInetAddr(self.getElectionAddress());
byte[] addr_bytes = addr.getBytes();
dout.writelnt(addr_bytes.length);
dout.write(addr_bytes);
dout.flush();
/1 B RAR RN 75 R R AL R
din = new DatalnputStream(

new BufferedInputStream(sock.getInputStream()));

} catch (IOException e) {

LOG.warn("Ignoring exception reading or writing challenge: ", €);
closeSocket(sock);
return false;

}

/[ authenticate learner
QuorumPeer.QuorumServer qps = self.getVotingView().get(sid);
if (qps !=null) {
// TODO - investigate why reconfig makes qps null.
authLearner.authenticate(sock, gps.hostname);

}

// If lost the challenge, then drop the new connection
/1 IRXTTH id EREIK, REBA BRGEX T RIEEEFRE, HEEXHHE
[=A:0k-958 .}

if (sid > self.getld()) {

LOG.info("Have smaller server identifier, so dropping the " +
"connection: (" +sid + ", " + self.getld() + ")");

closeSocket(sock);
// Otherwise proceed with the connection

} else {
I WigEtk, Rikds M B
SendWorker sw = new SendWorker(sock, sid);
RecvWorker rw = new RecvWorker(sock, din, sid, sw);
sw.setRecv(rw);

SendWorker vsw = senderWorkerMap.get(sid);

if(vsw != null)
vsw.finish();

senderWorkerMap.put(sid, sw);

queueSendMap.putlfAbsent(sid, new ArrayBlockingQueue<ByteBuffer>(
SEND CAPACITY));

/I B RIER R TR

sw.start();
rw.start();
return true;
}
return false;
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9) i SendWorker, FEHIZIE I run ik

QuorumCnxManager.java

public void run() {
threadCnt.incrementAndGet();

try {

/**
* If there is nothing in the queue to send, then we
* send the lastMessage to ensure that the last message
* was received by the peer. The message could be dropped
* in case self or the peer shutdown their connection
* (and exit the thread) prior to reading/processing
* the last message. Duplicate messages are handled correctly
* by the peer.
*

* If the send queue is non-empty, then we have a recent
* message than that stored in lastMessage. To avoid sending
* stale message, we should send the message in the send queue.
&
ArrayBlockingQueue<ByteBuffer> bq = queueSendMap.get(sid);
if (bq == null || isSendQueueEmpty(bq)) {
ByteBuffer b = lastMessageSent.get(sid);
if (b !=null) {
LOG.debug("Attempting to send lastMessage to sid=" + sid);
send(b);
}

}

} catch (IOException e) {
LOG:.error("Failed to send last message. Shutting down thread.", e);
this.finish();

}

try {
I RBEERLAAWIT
while (running && !shutdown && sock != null) {

ByteBuffer b = null;
try {
ArrayBlockingQueue<ByteBuffer> bq = queueSendMap
.get(sid);
if (bq !=null) {
11 AW R 3%BAF] SendQueue F, FKEUAKEHE, HITRE
b = pollSendQueue(bq, 1000, TimeUnit. MILLISECONDS);
} else {
LOG.error("No queue of incoming messages for " +
"server " + sid);
break;
H

if(b != null){
/I BT sid R E RS HBAFIE—FHL
lastMessageSent.put(sid, b);

I JATRIE
send(b);
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}

} catch (InterruptedException e) {
LOG.warn("Interrupted while waiting for message on queue",

e);

}

} catch (Exception e) {
LOG.warn("Exception when using channel: for id " + sid
+" my id = " + QuorumCnxManager.this.mySid
+ " error =" +¢);

}
this.finish();
LOG.warn("Send worker leaving thread " + " id " + sid + " my id = " + self.getld());

}

synchronized void send(ByteBuffer b) throws IOException {

byte[] msgBytes = new byte[b.capacity()];

try {
b.position(0);
b.get(msgBytes);

} catch (BufferUnderflowException be) {
LOG:.error("BufferUnderflowException ", be);
return;

}

I SRR AR IE
dout.writelnt(b.capacity());
dout.write(b.array());
dout.flush();

}
10) B RecvWorker, FE#1%ZZE NI run J57%

QuorumCnxManager.java

public void run() {
threadCnt.incrementAndGet();
try {
I RBEERLAAWIT
while (running && !shutdown && sock !=null) {

/**
* Reads the first int to determine the length of the
* message
3

int length = din.readInt();

if (length <= 0 || length > PACKETMAXSIZE) {

throw new IOException(
"Received packet with invalid packet: "
+ length);

}

/**
* Allocates a new ByteBuffer to receive the message
3

byte[] msgArray = new byte[length];

1 N FRERWCHE B

din.readFully(msgArray, 0, length);

ByteBuffer message = ByteBuffer.wrap(msgArray);

1 BN J5 R I ReFI 185
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addToRecvQueue(new Message(message.duplicate(), sid));

} catch (Exception e) {
LOG.warn("Connection broken for id " + sid + ", my id ="
+ QuorumCnxManager.this.mySid + ", error =", e);

} finally {
LOG.warn("Interrupting SendWorker");
sw.finish();
closeSocket(sock);

}

}

public void addToRecvQueue(Message msg) {
synchronized(recvQLock) {
if (recvQueue.remainingCapacity() == 0) {

try {
recvQueue.remove();

} catch (NoSuchElementException ne) {
// element could be removed by poll()

LOG.debug("Trying to remove from an empty " +
"recvQueue. Ignoring exception " + ne);

{
Il BEWRIRE R, BB B RS
recvQueue.add(msg);

} catch (IllegalStateException ie) {

// This should never happen

LOG:.error("Unable to insert element in the recvQueue " + ie);

}
11) {E FastLeaderElection.java X+ ¥ WorkerReceiver ZiF% .

class WorkerReceiver extends ZooKeeperThread
volatile boolean stop;
QuorumCnxManager manager;

WorkerReceiver(QuorumCnxManager manager) {
super("WorkerReceiver");
this.stop = false;
this.manager = manager;

J
public void run() {

Message response;
while (!stop) {
// Sleeps on receive
try {
/I \ RecvQueue FEUH B EIHE LRSS 28 RETRED
response = manager.pollIRecvQueue(3000, TimeUnit. MILLISECONDS);
} catch (InterruptedException e) {
LOG.warn("Interrupted Exception while waiting for new message" +
e.toString());
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}
}
LOG.info("WorkerReceiver is down");

}
2.5 Follower F1 Leader R&FELIRE
MBEARLE G, BN ST AR B A R A CRRAES . BB Leader B
BB CIREN Leader, HAlYY B B RSN Follower
Leader HEHPIRAS A leader.lead()
Follower B HPIRZ& N L follower.followerLeader()
E
(1) follower W20 E L leader K178 H CFIRES: epoch. zxid. sid
AT H e 2 leader;
KA R leader;
Kk H CHIE B4 leader;
leader #EHLEIME S, AATEIR [8)%F B2 )5 45 follower .
(2)2 leader 1341 follower FPIRZS 1, AUAA 52 7 AT A0 77 30 204k [7] 22 DIFF . TRUNC
SNAP
(3) PATHIE L
(4) Y4 leader UL EIHIL 5L follower [f) ack 2 J&, HENIEH TAERTS, SR
g
S L P AW
(1) DIFF PP —#E, AT E A4
(2) TRUNC follower f] zxid t leader 1) zxid K, JITLA Follower % [Al7&
(3) COMMIT leader ] zxid tt follower [¥] zxid K, &% Proposal Z foloower 238 $44T
(4) G follower AT EAE, EEALH SNAP 17 XORPATEIR FP (HEAT
el P41 2 follower)
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<§> FollowerfLeader RS FEIE RIS AR Umsaes
@Followerinfo
Follower (server.id, acceptedEpoch)
4 b fne
T @LeaderInfo(new epoch) (1) £
LeaderE‘JWork/e?inder > (2) EEER
P 4 ®AckEpoch(zxid,currentEpoch) DIFFERYEE)
‘ bind H accept ‘ ‘ LeanerHandIer‘ @DIFF/SNAP/TRUNC TRUNC(EFRRIZE)
N > SNAP(ZEF)
Leaer | OFREISHIRRSIR R Folower | AR
" (R,
®commit BogeESIR
> WANIRER)
LeanerHandler
@NewlLeader
®Ack

Follower

(3) ELHA

@Uptodate (LeaderFRHIAIACK)

- = 1= -l -
&$? FollowerfllLeader ik REIERIBREIR U)otz 2=
Leader.java lead() ia.readRecord(qp, :'Backet") Follower.java  followLeader()
RIS EUGER
new long newEpoch = findLeader()
LearnerCnxAcceptor() leader.getEpochToPropose(this E#kleader
.getSid(), lastAcceptedEpoch) N
LeadertRiEMFollowersXBYsid EleadenERR | connectToLeader()
FIB&Yepoch, 13iEFRAYepoch LeaderfFollowerss tefzleader sockConnect()
v

HER (B&:2idin

oa.writeRecord(newEpochPack
et, "packet")

writePacket(gp, true)
&i%FollowerInfof§
Leader

newEpoch)

registerWithLeader(Lea
der.FOLLOWERINFO)

LearnerCnxAcceptor
.run ()

s = ss.accept()

ZEiFzfollowerfi4R

QuorumPacket ackEpochPacket =
new QuorumPacket()
ia.readRecord(ackEpochPacket, ...)
#IEIFollowerSz&#ackepoch

&i%ackepoch#&lea readPacket(qp)
(B&7THCSH: epoch JEEL eadenREIFIEE
zxid) B LeaderInfo

SRS
new LearnerHandler()
fh.start()[ZE1EA2E
LearnerHandler()f
run()73i%&

needSnap = syncFollower()
#I|B7LeaderfIFollowerEBERE
v

new
QuorumPacket(Leader.NEWLEAD
ER, newLeaderZxid, ...);
oa.writeRecord(newLeaderQP,
"packet")

qp = new QuorumPacket();
ia.readRecord(qp, "packet")
v

queuedPackets.add(new
QuorumPacket(Leader.UPTODAT

writePacket(ackNewE
poch, true)

N

queueCommittedProposals()
—» queueOpPacket(Leader.CO
MMIT, packetZxid)

case Leader. COMMIT:

1 fzk.commit(gp.getZxid());

processPacket()

Request request = pendingTxns.remove();

ack
commitProcessor.commit(request)

=

uptodate

—>

processPacket()

E, -1, null, null))

2.5.1 Leader.lead )ZAFZ UK follower KPRAS A5 HiE

1) fE Leader.java M $k lead() /7 1%

void lead() throws IOException, InterruptedException {
self.end fle = Time.currentElapsedTime();
long electionTimeTaken = self.end _fle - self.start fle;
self.setElectionTimeTaken(electionTimeTaken);

LOG.info("LEADING - LEADER ELECTION TOOK - {} {}", electionTimeTaken,

QuorumPeer.FLE TIME_UNIT);
self.start_fle = 0;
self.end fle =0;

zk.register]MX(new LeaderBean(this, zk), self.jmxLocalPeerBean);

try {
self tick.set(0);
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I REBBIEEIAE, B, HLefmEd T
zk.loadData();

leaderStateSummary = new StateSummary(self.getCurrentEpoch(),
zk.getLastProcessedZxid());

// Start thread that waits for connection requests from

// new followers.

/1 S5 A follower ¥ /5 1] leader T R RKIEFH RS
cnxAcceptor = new LearnerCnxAcceptor();
cnxAcceptor.start();

long epoch = getEpochToPropose(self.getld(), self.getAcceptedEpoch());

} finally {
zk unregisterJMX(this);
}

class LearnerCnxAcceptor extends ZooKeeperCriticalThread {
private volatile boolean stop = false;

public LearnerCnxAcceptor() {
super("LearnerCnxAcceptor-" + ss.getLocalSocketAddress(), zk
.getZooKeeperServerListener());

}

@Override
public void run() {
try {
while (!stop) {
Socket s = null;
boolean error = false;
try {
11 FRFHERU follower HIRZS 2P HiF

s = ss.accept();

// start with the initLimit, once the ack is processed
// in LearnerHandler switch to the syncLimit
s.setSoTimeout(self.tickTime * self.initLimit);
s.setTcpNoDelay(nodelay);

BufferedInputStream is = new BufferedInputStream(
s.getlnputStream());
/I — B follower FIER, HiE LearnerHandler X%,
REFEIFR
LearnerHandler th = new LearnerHandler(s, is, Leader.this);

Il JRBhERRE
fh.start();
} catch (SocketException e) {
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} catch (Exception e) {
LOG.warn("Exception while accepting follower", e.getMessage());
handleException(this.getName(), e);

}

H

public void halt() {
stop = true;

H

}
Horr ss FIRIAEAL 2 AEQNE Leader X 5], A)#EE ) socket

private final ServerSocket ss;

Leader(QuorumPeer self,LeaderZooKeeperServer zk) throws IOException {
this.self = self;
this.proposalStats = new BufferStats();
try {
if (self.shouldUsePortUnification() || self.isSslQuorum()) {
boolean allowInsecureConnection = self.shouldUsePortUnification();
if (self.getQuorumListenOnAIIIPs()) {

Ss new UnifiedServerSocket(self.getX509Util(),
allowInsecureConnection, self.getQuorumAddress().getPort());
}else {
Ss = new UnifiedServerSocket(self.getX509Util(),
allowInsecureConnection);
}
} else {

if (self.getQuorumListenOnAllIPs()) {
ss = new ServerSocket(self.getQuorumAddress().getPort());
} else {
ss = new ServerSocket();
}
}

ss.setReuseAddress(true);
if (!self.getQuorumListenOnAllIPs()) {
ss.bind(self.getQuorumAddress());

} catch (BindException e) {

}

this.zk = zk;

this.learnerSnapshotThrottler = createl.earnerSnapshotThrottler(
maxConcurrentSnapshots, maxConcurrentSnapshotTimeout);

}
2.5.2 Follower.lead )& 3R 3+ Leader

1) 7E Follower.java #i#x$% followLeader() /512

void followLeader() throws InterruptedException {
self.end fle = Time.currentElapsedTime();
long electionTimeTaken = self.end _fle - self.start fle;
self.setElectionTimeTaken(electionTimeTaken);
LOG.info("FOLLOWING - LEADER ELECTION TOOK - {} {}", electionTimeTaken,
QuorumPeer.FLE TIME UNIT);
self.start_fle = 0;
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self.end fle =0;
fzk registerIMX(new FollowerBean(this, zk), self.jmxLocalPeerBean);
try {
/I 23R leader
QuorumServer leaderServer = findLeader();
try {
/] ZEHE leader

connectTolLeader(leaderServer.addr, leaderServer.hostname);

/I 1] leader H:fH
long newEpochZxid = registerWithLeader(Leader. FOLLOWERINFO);

if (self.isReconfigStateChange())
throw new Exception("learned about role change");
//check to see if the leader zxid is lower than ours
//this should never happen but is just a safety check
long newEpoch = ZxidUtils.getEpochFromZxid(newEpochZxid);
if (newEpoch < self.getAcceptedEpoch()) {

LOG:.error("Proposed leader epoch "
Zx1dUtils.zxidToString(newEpochZxid)
+ " is less than our accepted epoch "

ZxidUtils.zxidToString(self.getAcceptedEpoch()));
throw new IOException("Error: Epoch of leader is lower");
b
sync WithLeader(newEpochZxid);
QuorumPacket qp = new QuorumPacket();
while (this.isRunning()) {
readPacket(qp);
processPacket(qp);

} catch (Exception e) {
LOG.warn("Exception when following the leader", e);
try {
sock.close();
} catch (IOException el) {
el.printStackTrace();
}

// clear pending revalidations
pendingRevalidations.clear();

}
} finally {
zk unregisterJMX((Learner)this);
}
}
/**

* Returns the address of the node we think is the leader.
&
protected QuorumServer findLeader() {
QuorumServer leaderServer = null;
// Find the leader by id

I BHEBIEIRMRIERE), BJEHEREH leader K] sid

Vote current = self.getCurrentVote();

/1 GARIXA sid BB TR R4 Y0 B
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for (QuorumServer s : self.getView().values()) {
if (s.id == current.getld()) {

// Ensure we have the leader's correct IP address before
// attempting to connect.
/| ZRETE leader KIIFHA 1P Hudk
s.recreateSocketAddresses();
leaderServer = s;
break;

}
H
if (leaderServer == null) {
LOG.warn("Couldn't find the leader with id ="
+ current.getld());

}

return leaderServer;

protected void connectToLeader(InetSocketAddress addr, String hostname)
throws IOException, InterruptedException, X509Exception {
this.sock = createSocket();

int initLimitTime = self.tickTime * self.initLimit;
int remainingInitLimitTime = initLimitTime;
long startNanoTime = nanoTime();

for (int tries = 0; tries < 5; tries++) {
try {
// recalculate the init limit time because retries sleep for 1000 milliseconds
remainingInitLimitTime = initLimitTime - (int)((nanoTime() - startNanoTime)
/1000000);

if (remainingInitLimitTime <= 0) {
LOG:.error("initLimit exceeded on retries.");
throw new IOException("initLimit exceeded on retries.");

}

sockConnect(sock, addr, Math.min(self.tickTime *  self.syncLimit,
remaininglnitLimitTime));
if (self.isSsIQuorum()) ¢
((SSLSocket) sock).startHandshake();
}

sock.setTcpNoDelay(nodelay);
break;
} catch (IOException e) {

J
Thread.sleep(1000);
h

self.authLearner.authenticate(sock, hostname);

leaderls = BinaryInputArchive.getArchive(new BufferedInputStream(
sock.getlnputStream()));

bufferedOutput = new BufferedOutputStream(sock.getOutputStream());

leaderOs = BinaryOutputArchive.getArchive(bufferedOutput);
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2.5.3 Leader.lead()£/J& LearnerHandler

void lead() throws IOException, InterruptedException {
self.end fle = Time.currentElapsedTime();
long electionTimeTaken = self.end fle - self.start_fle;
self.setElectionTimeTaken(electionTimeTaken);
LOG.info("LEADING - LEADER ELECTION TOOK - {} {}", electionTimeTaken,
QuorumPeer.FLE TIME UNIT);
self.start_fle = 0;
self.end fle =0;

zk registerJMX(new LeaderBean(this, zk), self.jmxLocalPeerBean);

try {
self tick.set(0);
zk.loadData();

leaderStateSummary = new StateSummary(self.getCurrentEpoch(),
zk.getLastProcessedZxid());

// Start thread that waits for connection requests from
// new followers.

cnxAcceptor = new LearnerCnxAcceptor();
cnxAcceptor.start();

} finally {
zk unregisterJMX(this);
}

}

class LearnerCnxAcceptor extends ZooKeeperCritical Thread {
private volatile boolean stop = false;

@Override
public void run() {
try {
while (!stop) {
Socket s = null;
boolean error = false;

try {

s = ss.accept();

// start with the initLimit, once the ack is processed
// in LearnerHandler switch to the syncLimit
s.setSoTimeout(self.tickTime * self.initLimit);
s.setTcpNoDelay(nodelay);

BufferedInputStream is = new BufferedInputStream(
s.getlnputStream());
LearnerHandler th = new LearnerHandler(s, is, Leader.this);
fh.start();
} catch (SocketException e) {
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}

} catch (Exception e) {
LOG.warn("Exception while accepting follower", e.getMessage());
handleException(this.getName(), e);

}

h

public void halt() {
stop = true;

}

}
Hi T public class LearnerHandler extends ZooKeeperThread{}, "] LearnerHandler & —

NEAE. FTLA thostart() T ¥ /2& LearnerHandler H (1) run() /772
public void run() {
try {
leader.addLearnerHandler(this);
IRV L3
tickOfNextAckDeadline = leader.self.tick.get()
+ leader.self.initLimit + leader.self.syncLimit;

ia = BinarylnputArchive.getArchive(bufferedInput);
bufferedOutput = new BufferedOutputStream(sock.getOutputStream());
oa = BinaryOutputArchive.getArchive(bufferedOutput);

/I NI B, FFRFFIL packet

QuorumPacket qp = new QuorumPacket();
ia.readRecord(qp, "packet");

/] EELER G, observer 1 follower #M %4 leader RiIZF—MrEfER:
FOLLOWERINFO B OBSERVERINFO
if(qp.getType() != LeaderFOLLOWERINFO &&  gp.getType() !=
Leader.OBSERVERINFO){
LOG:.error("First packet " + gp.toString()
+ " is not FOLLOWERINFO or OBSERVERINFO!");
return;

}

byte learnerInfoData[] = gqp.getData();
if (learnerInfoData != null) {
ByteBuffer bbsid = ByteBuffer.wrap(learnerInfoData);
if (learnerInfoData.length >= 8) {
this.sid = bbsid.getLong();

if (learnerInfoData.length >= 12) {
this.version = bbsid.getInt(); / protocol Version
}

if (learnerInfoData.length >= 20) {
long configVersion = bbsid.getLong();
if (configVersion > leader.self.getQuorum Verifier().getVersion()) {
throw new IOException("Follower is ahead of the leader (has a later
activated configuration)");

}
} else {

this.sid = leader.followerCounter.getAndDecrementy();
H
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if (leader.self.getView().containsKey(this.sid)) {
LOG:.info("Follower sid: " + this.sid + " : info : "
+ leader.self.getView().get(this.sid).toString());
} else {
LOG.info("Follower sid: " + this.sid + " not in the current config " +
Long.toHexString(leader.self.getQuorum Verifier().getVersion()));

if (gp.getType() == Leader. OBSERVERINFO) {
learnerType = LearnerType.OBSERVER;
H
/I BEER Follower AI%Id K] lastAcceptedEpoch
/] EEETFES, FrfEHK epoch, HSZIER E—4F leader HJ epoch
long lastAcceptedEpoch = ZxidUtils.getEpochFromZxid(qp.getZxid());

long peerLastZxid,;
StateSummary ss = null;

/| S2EY follower RIEILRHT zxid
long zxid = qp.getZxid();

// Leader 1R3& M Follower 3KEX sid MJHH) epoch, 1HEFTH] epoch

long newEpoch = leader.getEpochToPropose(this.getSid(), lastAcceptedEpoch);
long newLeaderZxid = ZxidUtils.makeZxid(newEpoch, 0);

if (this.getVersion() < 0x10000) {
// we are going to have to extrapolate the epoch information
long epoch = ZxidUtils.getEpochFromZxid(zxid);
ss = new StateSummary(epoch, zxid);
// fake the message
leader.waitForEpochAck(this.getSid(), ss);
} else {
byte ver[] = new byte[4];
ByteBuffer.wrap(ver).putlnt(0x10000);
// Leader 1] Follower Xi%f5 8 (4% :zxid M1 newEpoch)
QuorumPacket newEpochPacket = new QuorumPacket(Leader. LEADERINFO,
newLeaderZxid, ver, null);
oa.writeRecord(newEpochPacket, "packet");

bufferedOutput.flush();
QuorumPacket ackEpochPacket = new QuorumPacket();
ia.readRecord(ackEpochPacket, "packet");
if (ackEpochPacket.getType() != Leader. ACKEPOCH) {
LOG.error(ackEpochPacket.toString()
+ " is not ACKEPOCH");
return;

j

ByteBuffer bbepoch = ByteBuffer.wrap(ackEpochPacket.getData());
ss = new StateSummary(bbepoch.getInt(), ackEpochPacket.getZxid());
leader.waitForEpochAck(this.getSid(), ss);

b
peerLastZxid = ss.getLastZxid();

// Take any necessary action if we need to send TRUNC or DIFF
// startForwarding() will be called in all cases

H% Java - K& i —python N LR ReBEkl Tak, AT EEVIH.: MESE M



Oerzs MEARARZ Zookeeper (EABAH)

boolean needSnap = syncFollower(peerLastZxid, leader.zk.getZKDatabase(),
leader);

/* if we are not truncating or sending a diff just send a snapshot */

if (needSnap) {
boolean exemptFromThrottle = getlearnerType() != LearnerType.OBSERVER;
LearnerSnapshot snapshot =

leader.getLearnerSnapshotThrottler().beginSnapshot(exemptFromThrottle);
try {
long zxidToSend =
leader.zk.getZKDatabase().getDataTreeLastProcessedZxid();
oa.writeRecord(new QuorumPacket(Leader.SNAP, zxidToSend, null,
null), "packet");
bufferedOutput.flush();

LOG.info("Sending snapshot last zxid of peer is 0x{}, zxid of leader is
0x {}’ "

+ "send zxid of db as 0x{}, {} concurrent snapshots, "
+ "snapshot was {} from throttle",
Long.toHexString(peerLastZxid),
Long.toHexString(leaderLastZxid),
Long.toHexString(zxidToSend),
snapshot.getConcurrentSnapshotNumber(),
snapshot.isEssential() ? "exempt" : "not exempt");

// Dump data to peer

leader.zk.getZKDatabase().serializeSnapshot(oa);

oa.writeString("BenWasHere", "signature");

bufferedOutput.flush();

} finally {

snapshot.close();
}

}

LOG.debug("Sending NEWLEADER message to " + sid);
// the version of this quorum Verifier will be set by leader.lead() in case
// the leader is just being established. waitForEpochAck makes sure that readyToStart
is true if
// we got here, so the version was set
if (getVersion() < 0x10000) {
QuorumPacket newLeaderQP = new QuorumPacket(Leader NEWLEADER,
newLeaderZxid, null, null);
oa.writeRecord(newLeaderQP, "packet");
} else {
QuorumPacket newLeaderQP = new QuorumPacket(Leader NEWLEADER,
newLeaderZxid, leader.self.getLastSeenQuorum Verifier()
.toString().getBytes(), null);
queuedPackets.add(newLeaderQP);

}
bufferedOutput.flush();

// Start thread that blast packets in the queue to learner
startSendingPackets();

/*
* Have to wait for the first ACK, wait until
* the leader is ready, and only then we can
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* start processing messages.
X
gp = new QuorumPacket();
ia.readRecord(qp, "packet");
if(qp.getType() = Leader. ACK){
LOG:.error("Next packet was supposed to be an ACK,"
+ " but received packet: {}", packetToString(qp));
return;

}

if(LOG.isDebugEnabled()){
LOG.debug("Received NEWLEADER-ACK message from " + sid);
j

leader.waitForNewLeaderAck(getSid(), qp.getZxid());
syncLimitCheck.start();

// now that the ack has been processed expect the syncLimit
sock.setSoTimeout(leader.self.tickTime * leader.self.syncLimit);

/*
* Wait until leader starts up
&
synchronized(leader.zk) {
while(!leader.zk.isRunning() && !this.isInterrupted()){
leader.zk.wait(20);
}

}

// Mutation packets will be queued during the serialize,

// so we need to mark when the peer can actually start

// using the data

//

LOG.debug("Sending UPTODATE message to " + sid);
queuedPackets.add(new QuorumPacket(Leader. UPTODATE, -1, null, null));

while (true) {
gp = new QuorumPacket();
ia.readRecord(qp, "packet");

long traceMask = ZooTrace.SERVER PACKET TRACE MASK;
if (gp.getType() == Leader.PING) {

traceMask = ZooTrace.SERVER PING TRACE MASK;
}

if (LOG.isTraceEnabled()) {
ZooTrace.logQuorumPacket(LOG, traceMask, '1', qp);
H

tickOfNextAckDeadline = leader.self.tick.get() + leader.self.syncLimit;

ByteBuffer bb;
long sessionld;
int cxid;
int type;
switch (qp.getType()) {
case Leader. ACK:
if (this.learnerType == LearnerType.OBSERVER) {
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if (LOG.isDebugEnabled()) {
LOG.debug("Received ACK from Observer " + this.sid);
H
H

syncLimitCheck.updateAck(qp.getZxid());
leader.processAck(this.sid, qp.getZxid(), sock.getLocalSocketAddress());
break;
case Leader.PING:
// Process the touches
ByteArrayInputStream bis = new ByteArraylnputStream(qp
.getData());
DatalnputStream dis = new DatalnputStream(bis);
while (dis.available() > 0) {
long sess = dis.readLong();
int to = dis.readInt();
leader.zk.touch(sess, to);
}
break;
case Leader. REVALIDATE:
bis = new ByteArraylnputStream(qp.getData());
dis = new DatalnputStream(bis);
long id = dis.readLong();
int to = dis.readInt();
ByteArrayOutputStream bos = new ByteArrayOutputStream();
DataOutputStream dos = new DataOutputStream(bos);
dos.writeLong(id);
boolean valid = leader.zk.checkIfValidGlobalSession(id, to);
if (valid) {
try {
//set the session owner
// as the follower that
// owns the session
leader.zk.setOwner(id, this);
} catch (SessionExpiredException e) {
LOG:.error("Somehow session " + Long.toHexString(id) +
" expired right after being renewed! (impossible)", e);

}

}
if (LOG.isTraceEnabled()) {
ZooTrace.logTraceMessage(LOG,

ZooTrace.SESSION TRACE MASK,

"Session 0x" + Long.toHexString(id)
+ " is valid: "+ valid);

H

dos.writeBoolean(valid);

gp-setData(bos.toByteArray());

queuedPackets.add(qp);

break;

case Leader. REQUEST:

bb = ByteBuffer.wrap(qp.getData());

sessionld = bb.getLong();

cxid = bb.getInt();

type = bb.getInt();

bb = bb.slice();

Request si;

if(type == OpCode.sync){
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si = new LearnerSyncRequest(this, sessionld, cxid, type, bb,
gp-getAuthinfo());
} else {
si = new Request(null, sessionld, cxid, type, bb, qp.getAuthinfo());
}

si.setOwner(this);
leader.zk.submitLearnerRequest(si);
break;

default:
LOG.warn("unexpected quorum packet, type: {}", packetToString(qp));
break;

b

}
} catch (IOException e) {

h
2.5.4 Follower.lead)8!J& registerWithLeader

void followLeader() throws InterruptedException {
self.end fle = Time.currentElapsedTime();
long electionTimeTaken = self.end_fle - self.start fle;
self.setElectionTimeTaken(electionTimeTaken);
LOG.info("FOLLOWING - LEADER ELECTION TOOK - {} {}", electionTimeTaken,
QuorumPeer.FLE TIME UNIT);
self.start _fle = 0;
self.end fle =0;
fzk registerIMX(new FollowerBean(this, zk), self.jmxLocalPeerBean);
try {
/I 4R leader

QuorumServer leaderServer = findLeader();

try {
/I ZEEE leader

connectToLeader(leaderServer.addr, leaderServer.hostname);

/1 7] leader YEME
long newEpochZxid = registerWithLeader(Leader. FOLLOWERINFO);

if (self.isReconfigStateChange())
throw new Exception("learned about role change");
//check to see if the leader zxid is lower than ours
//this should never happen but is just a safety check
long newEpoch = ZxidUtils.getEpochFromZxid(newEpochZxid);
if (newEpoch < self.getAcceptedEpoch()) {

LOG:.error("Proposed leader epoch " +
ZxidUtils.zxid ToString(newEpochZxid)
+ " is less than our accepted epoch " +

ZxidUtils.zxidToString(self.getAcceptedEpoch()));
throw new IOException("Error: Epoch of leader is lower");
}

syncWithLeader(newEpochZxid);
QuorumPacket qp = new QuorumPacket();

Il PEAERBWHEE
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while (this.isRunning()) {
/] BEEX packet {5 B
readPacket(qp);
/l Kb packet J§ 2
processPacket(qp);

b

} catch (Exception e) {

LOG.warn("Exception when following the leader", e);

try {
sock.close();

} catch (IOException el) {
el.printStackTrace();

}

// clear pending revalidations
pendingRevalidations.clear();

}
} finally {
zk.unregisterJMX((Learner)this);

}
}
protected long registerWithLeader(int pktType) throws IOException {
/*
* Send follower info, including last zxid and sid
*/

long lastLoggedZxid = self.getLastLoggedZxid();
QuorumPacket qp = new QuorumPacket();

gp-setType(pktType);
gp-setZxid(ZxidUtils.makeZxid(self.getAcceptedEpoch(), 0));

/*
* Add sid to payload
Y
LearnerInfo li = new LearnerInfo(self.getld(),

self.getQuorum Verifier().getVersion());
ByteArrayOutputStream bsid = new ByteArrayOutputStream();
BinaryOutputArchive boa = BinaryOutputArchive.getArchive(bsid);
boa.writeRecord(li, "LearnerInfo");
gp.setData(bsid.toByteArray());

/I &i% FollowerInfo 4 Leader
writePacket(qp, true);

// BEEX Leader R [F] 455 : LeaderInfo
readPacket(qp);

final long newEpoch = ZxidUtils.getEpochFromZxid(qp.getZxid());

/1 g £ 3] Leaderlnfo
if (qp.getType() == Leader. LEADERINFO) {

0x10000,

// we are connected to a 1.0 server so accept the new epoch and read the next packet

leaderProtocolVersion = ByteBuffer.wrap(qp.getData()).getInt();
byte epochBytes[] = new byte[4];
final ByteBuffer wrappedEpochBytes = ByteBuffer.wrap(epochBytes);

/1 R leader ¥ epoch
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if (newEpoch > self.getAcceptedEpoch()) {
/1 B E BJERK epoch f£FE7E wrappedEpochBytes B
wrappedEpochBytes.putlnt((int)self.getCurrentEpoch());
/I 8 leader RIZIL R epoch FRIFER
self.setAcceptedEpoch(newEpoch);

} else if (newEpoch == self.getAcceptedEpoch()) {
// since we have already acked an epoch equal to the leaders, we cannot ack
// again, but we still need to send our lastZxid to the leader so that we can
// sync with it if it does assume leadership of the epoch.
// the -1 indicates that this reply should not count as an ack for the new epoch
wrappedEpochBytes.putlnt(-1);

1 else {
throw new IOException("Leaders epoch, " + newEpoch + " is less than accepted

epoch, " + self.getAcceptedEpoch());

H
Il KI5 ackepoch 45 leader (A& T HCHI: epoch M zxid)
QuorumPacket ackNewEpoch = new QuorumPacket(Leader.ACKEPOCH,

lastLoggedZxid, epochBytes, null);
writePacket(ackNewEpoch, true);

return ZxidUtils.makeZxid(newEpoch, 0);
}else {
if (newEpoch > self.getAcceptedEpoch()) {
self.setAcceptedEpoch(newEpoch);

J
if (gp.getType() != Leader NEWLEADER) {
LOG:.error("First packet should have been NEWLEADER");
throw new IOException("First packet should have been NEWLEADER");

H
return gp.getZxid();

)
2.5.5 Leader.lead )iZUX Follwer R3S, BRI HRKEFSHE B

public void run() {
try {
leader.addLearnerHandler(this);
11 U BRALE
tickOfNextAckDeadline = leader.self.tick.get()
+ leader.self.initLimit + leader.self.syncLimit;

ia = BinaryIlnputArchive.getArchive(bufferedInput);
bufferedOutput = new BufferedOutputStream(sock.getOutputStream());
oa = BinaryOutputArchive.getArchive(bufferedOutput);

/I M ERIBOE R, HRFFFIA packet

QuorumPacket gp = new QuorumPacket();
ia.readRecord(qp, "packet");
/] BEELETR T, observer fl follower EMIZZS leader RiIZ—MREEE:
FOLLOWERINFO B3 OBSERVERINFO
if(qp.getType() !'=  LeaderFOLLOWERINFO &&  qp.getType() 1=
Leader.OBSERVERINFO){
LOG:.error("First packet " + qp.toString()
+ " is not FOLLOWERINFO or OBSERVERINFO!");
return;
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}

byte learnerInfoData[ ] = gp.getData();
if (learnerInfoData != null) {
ByteBuffer bbsid = ByteBuffer.wrap(learnerInfoData);
if (learnerInfoData.length >= 8) {
this.sid = bbsid.getLong();
H
if (learnerInfoData.length >= 12) {
this.version = bbsid.getInt(); // protocol Version

if (learnerInfoData.length >= 20) {
long configVersion = bbsid.getLong();
if (configVersion > leader.self.getQuorum Verifier().getVersion()) {
throw new IOException("Follower is ahead of the leader (has a later
activated configuration)");

H
} else {

this.sid = leader.followerCounter.getAndDecrement();

}

if (leader.self.getView().containsKey(this.sid)) {
LOG.info("Follower sid: " + this.sid + " : info : "
+ leader.self.getView().get(this.sid).toString());
} else {
LOG.info("Follower sid: " + this.sid + " not in the current config " +
Long.toHexString(leader.self.getQuorum Verifier().getVersion()));

if (gp.getType() = Leader. OBSERVERINFO) {
learnerType = LearnerType. OBSERVER;

/I BEEX Follower X i%3id >R lastAcceptedEpoch
/] BEEIFES, P epoch, HSZER E—4F leader [ epoch
long lastAcceptedEpoch = ZxidUtils.getEpochFromZxid(qp.getZxid());

long peerLastZxid;
StateSummary ss = null;

/1 BEEX follower KIEITRH] zxid
long zxid = qp.getZxid();

/1 3KEX leader H)HHT epoch

/1 FrH leader IR — AN HH] epoch

long newEpoch = leader.getEpochToPropose(this.getSid(), lastAcceptedEpoch);
long newLeaderZxid = ZxidUtils.makeZxid(newEpoch, 0);

if (this.getVersion() < 0x10000) {
// we are going to have to extrapolate the epoch information
long epoch = ZxidUtils.getEpochFromZxid(zxid);
ss = new StateSummary(epoch, zxid);
// fake the message
leader.waitForEpochAck(this.getSid(), ss);
}else {
byte ver[] = new byte[4];
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ByteBuffer.wrap(ver).putlnt(0x10000);

// Leader 7] Follower &i%f5 8 (% :2xid Al newEpoch)

QuorumPacket newEpochPacket = new QuorumPacket(Leader. LEADERINFO,
newLeaderZxid, ver, null);

oa.writeRecord(newEpochPacket, "packet");

bufferedOutput.flush();

/1 B2V B Follower M E ) ackepoch

QuorumPacket ackEpochPacket = new QuorumPacket();
ia.readRecord(ackEpochPacket, "packet");

if (ackEpochPacket.getType() != Leader. ACKEPOCH) {
LOG:.error(ackEpochPacket.toString()
+ " is not ACKEPOCH");
return;

ByteBuffer bbepoch = ByteBuffer.wrap(ackEpochPacket.getData());

I R T X177 follower Bt observer FIRZS: epoch AT zxid
ss = new StateSummary(bbepoch.getInt(), ackEpochPacket.getZxid());

leader.waitForEpochAck(this.getSid(), ss);

}
peerLastZxid = ss.getLastZxid();

// Take any necessary action if we need to send TRUNC or DIFF

// startForwarding() will be called in all cases

Il TFHEHAIET Leader 1 Follower & FEFP

boolean needSnap = syncFollower(peerLastZxid, leader.zk.getZKDatabase(),
leader);

/* if we are not truncating or sending a diff just send a snapshot */

if (needSnap) {
boolean exemptFromThrottle = getLearnerType() != LearnerType. OBSERVER;
LearnerSnapshot snapshot =

leader.getLearnerSnapshotThrottler().beginSnapshot(exemptFromThrottle);
try {
long zxidToSend =
leader.zk.getZK Database().getDataTreeLastProcessedZxid();
oa.writeRecord(new QuorumPacket(Leader.SNAP, zxidToSend, null,
null), "packet™);
bufferedOutput.flush();

// Dump data to peer
leader.zk.getZKDatabase().serializeSnapshot(oa);
oa.writeString("BenWasHere", "signature");
bufferedOutput.flush();

} finally {

snapshot.close();
}

}

if (getVersion() < 0x10000) {
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QuorumPacket newLeaderQP = new QuorumPacket(Leader NEWLEADER,
newLeaderZxid, null, null);
oa.writeRecord(newLeaderQP, "packet");
} else {
QuorumPacket newlLeaderQP = new QuorumPacket(Leader NEWLEADER,
newLeaderZxid, leader.self.getLastSeenQuorum Verifier()
.toString().getBytes(), null);
queuedPackets.add(newLeaderQP);

public boolean syncFollower(long peerLastZxid, ZKDatabase db, Leader leader) {
/*
* When leader election is completed, the leader will set its
* lastProcessedZxid to be (epoch < 32). There will be no txn associated
* with this zxid.
%
* The learner will set its lastProcessedZxid to the same value if
* it get DIFF or SNAP from the leader. If the same learner come
* back to sync with leader using this zxid, we will never find this
* zxid in our history. In this case, we will ignore TRUNC logic and
* always send DIFF if we have old enough history
9
boolean isPeerNewEpochZxid = (peerLastZxid & OxfffffffL.) == 0;
// Keep track of the latest zxid which already queued
long currentZxid = peerLastZxid;
boolean needSnap = true;
boolean txnLogSyncEnabled = db.isTxnLogSyncEnabled();
ReentrantReadWriteLock lock = db.getLogLock();
ReadLock 11 = lock.readLock();
try {
rl.lock();
long maxCommittedLog = db.getmaxCommittedLog();
long minCommittedLog = db.getminCommittedLog();
long lastProcessedZxid = db.getDataTreeLastProcessedZxid();

LOG.info("Synchronizing with Follower sid: {} maxCommittedLog=0x{}"
+ " minCommittedLog=0x{} lastProcessedZxid=0x{}"
+ " peerLastZxid=0x{}", getSid(),
Long.toHexString(maxCommittedLog),
Long.toHexString(minCommittedLog),
Long.toHexString(lastProcessedZxid),
Long.toHexString(peerLastZxid));

if (db.getCommittedLog().isEmpty()) {
/*
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* It is possible that committedLog is empty. In that case

* setting these value to the latest txn in leader db

* will reduce the case that we need to handle
%

* Here is how each case handle by the if block below
* 1. lastProcessZxid == peerZxid -> Handle by (2)
* 2. lastProcessZxid < peerZxid -> Handle by (3)
* 3. lastProcessZxid > peerZxid -> Handle by (5)
¥
minCommittedLog = lastProcessedZxid;
maxCommittedLog = lastProcessedZxid;

}

/*
* Here are the cases that we want to handle
%
* 1. Force sending snapshot (for testing purpose)
* 2. Peer and leader is already sync, send empty diff
* 3. Follower has txn that we haven't seen. This may be old leader
& so we need to send TRUNC. However, if peer has newEpochZxid,
& we cannot send TRUNC since the follower has no txnlog
* 4. Follower is within committedLog range or already in-sync.
& We may need to send DIFF or TRUNC depending on follower's zxid
& We always send empty DIFF if follower is already in-sync
* 5. Follower missed the committedLog. We will try to use on-disk
& txnlog + committedLog to sync with follower. If that fail,
& we will send snapshot
&

if (forceSnapSync) {

// Force leader to use snapshot to sync with follower

LOG.warn("Forcing snapshot sync - should not see this in production");
} else if (lastProcessedZxid == peerLastZxid) {

// Follower is already sync with us, send empty diff

LOG.info("Sending DIFF zxid=0x" + Long.toHexString(peerLastZxid) +

" for peer sid: "+ getSid());

queueOpPacket(Leader.DIFF, peerLastZxid);

needOpPacket = false;

needSnap = false;

} else if (peerLastZxid > maxCommittedLog && !isPeerNewEpochZxid) {
// Newer than committedLog, send trunc and done
LOG.debug("Sending TRUNC to follower zxidToSend=0x" +

Long.toHexString(maxCommittedLog) +

" for peer sid:" +  getSid());
queueOpPacket(Leader. TRUNC, maxCommittedLog);
currentZxid = maxCommittedLog;
needOpPacket = false;
needSnap = false;

} else if ((maxCommittedLog >= peerLastZxid)
&& (minCommittedLog <= peerLastZxid)) {
// Follower is within commitLog range
LOG.info("Using committedLog for peer sid: " + getSid());
Iterator<Proposal> itr = db.getCommittedLog().iterator();
currentZxid = queueCommittedProposals(itr, peerLastZxid,
null, maxCommittedLog);

needSnap = false;

} else if (peerLastZxid < minCommittedLog && txnLogSyncEnabled) {
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// Use txnlog and committedLog to sync

// Calculate sizeLimit that we allow to retrieve txnlog from disk

long sizeLimit = db.calculateTxnLogSizeLimit();

// This method can return empty iterator if the requested zxid

// is older than on-disk txnlog

Iterator<Proposal> txnLogltr = db.getProposalsFromTxnLog(

peerLastZxid, sizeLimit);

if (txnLogltr.hasNext()) {
LOG.info("Use txnlog and committedLog for peer sid: " + getSid());
currentZxid = queueCommittedProposals(txnLogltr, peerLastZxid,

minCommittedLog,
maxCommittedLog);

LOG.debug("Queueing committedLog 0x" =
Long.toHexString(currentZxid));
Iterator<Proposal> committedLogltr = db.getCommittedLog().iterator();
currentZxid = queueCommittedProposals(committedLogltr, currentZxid,
null, maxCommittedLog);

needSnap = false;

H

// closing the resources

if (txnLogltr instanceof TxnLogProposallterator) {

TxnLogProposallterator txnProposalltr = (TxnLogProposallterator)
txnLogltr;
txnProposalltr.close();
}
} else {
LOG.warn("Unhandled scenario for peer sid: " + getSid());
}

LOG.debug("Start forwarding 0x" + Long.toHexString(currentZxid) +
" for peer sid: " + getSid());
leaderLastZxid = leader.startForwarding(this, currentZxid);
} finally {
rl.unlock();
}

if (needOpPacket && !needSnap) {
// This should never happen, but we should fall back to sending
// snapshot just in case.
LOG.error("Unhandled scenario for peer sid: " + getSid() +
" fall back to use snapshot");
needSnap = true;

}

return needSnap;

}
2.5.6 Follower.lead)MN.%& Leader [E]2545 5%

protected void processPacket(QuorumPacket qp) throws Exception {

switch (gp.getType()) {
case Leader.PING:
ping(qp);
break;
case Leader. PROPOSAL.:
TxnHeader hdr = new TxnHeader();
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Record txn = SerializeUtils.deserialize Txn(qp.getData(), hdr);
if (hdr.getZxid() != lastQueued + 1) {
LOG.warn("Got zxid 0x"
+ Long.toHexString(hdr.getZxid())
+ " expected 0x"
+ Long.toHexString(lastQueued + 1));

}
lastQueued = hdr.getZxid();

if (hdr.getType() == OpCode.reconfig){
SetDataTxn setDataTxn = (SetDataTxn) txn;
Quorum Verifier qv = self.configFromString(new String(setDataTxn.getData()));
self.setLastSeenQuorum Verifier(qv, true);

}

fzk.logRequest(hdr, txn);
break;

case Leader. COMMIT:
fzk.commit(qp.getZxid());
break;

case Leader. UPTODATE:
LOG.error("Received an UPTODATE message after Follower started");
break;
case Leader. REVALIDATE:
revalidate(qp);
break;
case Leader.SYNC:
fzk.sync();
break;
default:
LOG.warn("Unknown packet type: {}", LearnerHandler.packetToString(qp));
break;

}

public void commit(long zxid) {
if (pendingTxns.size() == 0) {
LOG.warn("Committing " + Long.toHexString(zxid)
+ " without seeing txn");
return;
}
long firstElementZxid = pendingTxns.element().zxid;
if (firstElementZxid != zxid) {
LOG:.error("Committing zxid 0x" + Long.toHexString(zxid)
+ " but next pending txn 0x"
+ Long.toHexString(firstElementZxid));
System.exit(12);
H
Request request = pendingTxns.remove();
commitProcessor.commit(request);

h
2.5.7 Leader.lead )22 Follower

Hi T public class LearnerHandler extends ZooKeeperThread{}, P LearnerHandler &—
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M. FTLL fhostart() BT 2 LearnerHandler H 1) run() /7%
public void run() {

//
LOG.debug("Sending UPTODATE message to " + sid);
queuedPackets.add(new QuorumPacket(Leader. UPTODATE, -1, null, null));

while (true) {

} finally {
b
}
2.6 fR% ¥ Leader j53)
& BRSSifLeader B W
Leader.java LeaderZooKeeperServer.java ZookeeperServer.java
—>‘ zk.startup(); super.startup(); startup() ‘

vIeatd() 111 B Bhzookeeper fR% ‘
L starzkserver(); i o ma

setupRequestProc new Request request =
essors(); PrepRequestProcessor().start submittedRequests.take();

‘ pRequest(request); ‘

113 A AEBEFER

v

case OpCode.createContainer:
case OpCode.create:

case OpCode.create2:

case OpCode.createTTL:

case OpCode.deleteContainer:
case OpCode.delete:

case OpCode.setData:

case OpCode.reconfig:
case OpCode.setACL:
case OpCode.check:

ZooKeeperServer
Ctrl + n &R &4k Leader, #R)5 ctrl + f #$k lead(

Leader.java

void lead() throws IOException, InterruptedException {

/I JA3l zookeeper k%
startZkServer();

final LeaderZooKeeperServer zk;

private synchronized void startZkServer() {
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/I J&3)) Zookeeper
zk startup();

LeaderZooKeeperServer.java

@Override
public synchronized void startup() {
super.startup();
if (containerManager != null) {
containerManager.start();
}

}

ZookeeperServer.java

public synchronized void startup() {
if (sessionTracker == null) {
createSessionTracker();
}

startSessionTracker();
//

setupRequestProcessors();
registerJMX();

setState(State. RUNNING);
notify All();
}

protected void setupRequestProcessors() {
RequestProcessor finalProcessor = new FinalRequestProcessor(this);
RequestProcessor syncProcessor = new SyncRequestProcessor(this,
finalProcessor);
((SyncRequestProcessor)syncProcessor).start();
firstProcessor = new PrepRequestProcessor(this, syncProcessor);
((PrepRequestProcessor)firstProcessor).start();

J
Rith PrepRequestProcessor, FFA#RE M run 777k

public void run() {
try {
while (true) {
Request request = submittedRequests.take();
long traceMask = ZooTrace. CLIENT REQUEST TRACE MASK;
if (request.type == OpCode.ping) {
traceMask = ZooTrace.CLIENT PING TRACE MASK;

}
if (LOG.isTraceEnabled()) {

ZooTrace.logRequest(LOG, traceMask, 'P', request, "");
}

if (Request.requestOfDeath == request) {
break;
}

pRequest(request);

} catch (RequestProcessorException e) {
if (e.getCause() instanceof XidRolloverException) {
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LOG:.info(e.getCause().getMessage());
§
handleException(this.getName(), e);
} catch (Exception e) {
handleException(this.getName(), e);

h
LOG:.info("PrepRequestProcessor exited loop!");

}

protected void pRequest(Request request) throws RequestProcessorException {
// LOG.info("Prep>>> cxid =" + request.cxid + " type =" +
// request.type + " id = 0x" + Long.toHexString(request.sessionld));
request.setHdr(null);
request.setTxn(null);

try {

switch (request.type) {

case OpCode.createContainer:

case OpCode.create:

case OpCode.create2:
CreateRequest create2Request = new CreateRequest();
pRequest2 Txn(request.type, zks.getNextZxid(), request, create2Request, true);
break;

case OpCode.createTTL:
CreateTTLRequest createTtIRequest = new CreateTTLRequest();
pRequest2Txn(request.type, zks.getNextZxid(), request, createTtIRequest,

true);

break;

case OpCode.deleteContainer:

case OpCode.delete:
DeleteRequest deleteRequest = new DeleteRequest();
pRequest2Txn(request.type, zks.getNextZxid(), request, deleteRequest, true);
break;

case OpCode.setData:
SetDataRequest setDataRequest = new SetDataRequest();
pRequest2 Txn(request.type, zks.getNextZxid(), request, setDataRequest, true);
break;

case OpCode.reconfig:
ReconfigRequest reconfigRequest = new ReconfigRequest();
ByteBufferInputStream.byteBuffer2Record(request.request, reconfigRequest);
pRequest2Txn(request.type, zks.getNextZxid(), request, reconfigRequest, true);
break;

case OpCode.setACL:
SetACLRequest setAclRequest = new SetACLRequest();
pRequest2Txn(request.type, zks.getNextZxid(), request, setAclRequest, true);
break;

case OpCode.check:
CheckVersionRequest checkRequest = new CheckVersionRequest();
pRequest2 Txn(request.type, zks.getNextZxid(), request, checkRequest, true);
break;

case OpCode.multi:
MultiTransactionRecord multiRequest = new MultiTransactionRecord();
try {

ByteBufferInputStream.byteBuffer2Record(request.request,
multiRequest);
} catch(IOException e) {
request.setHdr(new TxnHeader(request.sessionld, request.cxid,
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zks.getNextZxid(),

Time.currentWallTime(), OpCode.multi));
throw e;
J
List<Txn> txns = new ArrayList<Txn>();
//Each op in a multi-op must have the same zxid!
long zxid = zks.getNextZxid();
KeeperException ke = null;

//Store off current pending change records in case we need to rollback
Map<String, ChangeRecord> pendingChanges
getPendingChanges(multiRequest);

for(Op op: multiRequest) {
Record subrequest = op.toRequestRecord();
int type;
Record txn;

/* If we've already failed one of the ops, don't bother
* trying the rest as we know it's going to fail and it
* would be confusing in the logfiles.
&
if (ke !=null) {
type = OpCode.error;
txn = new ErrorTxn(Code. RUNTIMEINCONSISTENCY.intValue());

}

/* Prep the request and convert to a Txn */
else {
try {
pRequest2Txn(op.getType(), zxid, request, subrequest, false);
type = request.getHdr().getType();
txn = request.getTxn();
} catch (KeeperException e) {
ke =¢;
type = OpCode.error;
txn = new ErrorTxn(e.code().intValue());

if (e.code().intValue() > Code. APIERROR .intValue()) {
LOG.info("Got  user-level KeeperException when

processing {} aborting" +
" remaining multi ops. Error Path:{} Error:{}",
request.toString(), e.getPath(), e.getMessage());

}

request.setException(e);

/* Rollback change records from failed multi-op */
rollbackPendingChanges(zxid, pendingChanges);

§
H
//FIXME: I don't want to have to serialize it here and then
/l immediately deserialize in next processor. But I'm
/l not sure how else to get the txn stored into our list.

ByteArrayOutputStream baos = new ByteArrayOutputStream();
BinaryOutputArchive boa = BinaryOutputArchive.getArchive(baos);
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txn.serialize(boa, "request") ;

ByteBuffer bb = ByteBuffer.wrap(baos.toByteArray());

txns.add(new Txn(type, bb.array()));
¥

request.setHdr(new TxnHeader(request.sessionld, request.cxid, zxid,
Time.currentWallTime(), request.type));

request.setTxn(new MultiTxn(txns));
break;

//create/close session don't require request record
case OpCode.createSession:
case OpCode.closeSession:

if (Irequest.isLocalSession()) {

pRequest2 Txn(request.type, zks.getNextZxid(), request,

null, true);

f
break;

//All the rest don't need to create a Txn - just verify session

case OpCode.sync:

case OpCode.exists:

case OpCode.getData:

case OpCode.getACL:

case OpCode.getChildren:
case OpCode.getChildren2:
case OpCode.ping:

case OpCode.setWatches:
case OpCode.checkWatches:
case OpCode.remove Watches:

zks.sessionTracker.checkSession(request.sessionld,

request.getOwner());
break;
default:
LOG.warn("unknown type " + request.type)
break;

}

} catch (KeeperException e) {

request.zxid = zks.getZxid();
nextProcessor.processRequest(request);
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2.7 ARG Follower B 31

& BBSSRFollowerBE] Yaes
FollowerZooKeeperServer.java 11 13RS B
v »  leaderls.readRecord(pp, “packet");

followLeader()
»  readPacket(qp);
| 2 33

v

processPacket(qp); — > case Leader.PING:

> case Leader.PROPOSAL:

A 4

case Leader. COMMIT:

> case Leader. COMMITANDACTIVATE:

v

case Leader.UPTODATE:

> case Leader.REVALIDATE:

> case Leader.SYNC:

FollowerZooKeeperServer

Ctrl + n £ /574K Follower, #AJ5 ctrl + f #x#K followLeader(

void followLeader() throws InterruptedException {
self.end fle = Time.currentElapsedTime();
long electionTimeTaken = self.end fle - self.start _fle;
self.setElectionTimeTaken(electionTimeTaken);
LOG.info("FOLLOWING - LEADER ELECTION TOOK - {} {}", electionTimeTaken,
QuorumPeer.FLE TIME UNIT);
self.start fle = 0;
self.end fle = 0;
fzk registerIMX(new FollowerBean(this, zk), self.jmxLocalPeerBean);
try {
QuorumServer leaderServer = findLeader();
try {
connectToleader(leaderServer.addr, leaderServer.hostname);
long newEpochZxid = registerWithLeader(Leader. FOLLOWERINFO);
if (self.isReconfigStateChange())
throw new Exception("learned about role change");
//check to see if the leader zxid is lower than ours
//this should never happen but is just a safety check
long newEpoch = ZxidUtils.getEpochFromZxid(newEpochZxid);
if (newEpoch < self.getAcceptedEpoch()) {
LOG:.error("Proposed leader epoch " A
ZxidUtils.zxid ToString(newEpochZxid)
+ " is less than our accepted epoch " +
ZxidUtils.zxidToString(self.getAcceptedEpoch()));
throw new IOException("Error: Epoch of leader is lower");

syncWithLeader(newEpochZxid);
QuorumPacket qp = new QuorumPacket();
while (this.isRunning()) {

readPacket(qp);

processPacket(qp);
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}

} catch (Exception e) {

} finally {
zk unregisterJMX((Learner)this);
}

}

void readPacket(QuorumPacket pp) throws IOException {
synchronized (leaderls) {
leaderls.readRecord(pp, "packet");
}

if (LOG.isTraceEnabled()) {
final long traceMask =
(pp-getType() == Leader.PING) ? ZooTrace.SERVER PING TRACE MASK
: ZooTrace.SERVER PACKET TRACE MASK;

ZooTrace.logQuorumPacket(LOG, traceMask, 'i', pp);

}

protected void processPacket(QuorumPacket qp) throws Exception {
switch (qp.getType()) {
case Leader.PING:
ping(qp);
break;
case Leader. PROPOSAL.:
TxnHeader hdr = new TxnHeader();
Record txn = SerializeUtils.deserializeTxn(qp.getData(), hdr);
if (hdr.getZxid() != lastQueued + 1) {
LOG.warn("Got zxid 0x"
+ Long.toHexString(hdr.getZxid())
+ " expected 0x"
+ Long.toHexString(lastQueued + 1));

}
lastQueued = hdr.getZxid();

if (hdr.getType() == OpCode.reconfig){
SetDataTxn setDataTxn = (SetDataTxn) txn;
QuorumVerifier qv = self.configFromString(new String(setDataTxn.getData()));
self.setLastSeenQuorum Verifier(qv, true);

}

fzk.logRequest(hdr, txn);
break;

case Leader. COMMIT:
fzk.commit(qp.getZxid());
break;

case Leader. COMMITANDACTIVATE:
// get the new configuration from the request
Request request = fzk.pendingTxns.element();
SetDataTxn setDataTxn = (SetDataTxn) request.getTxn();
Quorum Verifier qv = self.configFromString(new String(setDataTxn.getData()));

// get new designated leader from (current) leader's message
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ByteBuffer buffer = ByteBuffer.wrap(qp.getData());
long suggestedLeaderld = buffer.getLong();

boolean majorChange =

self.processReconfig(qv, suggestedLeaderld, qp.getZxid(), true);

// commit (writes the new config to ZK tree (/zookeeper/config)
fzk.commit(qp.getZxid());

if (majorChange) {

throw new Exception("changes proposed in reconfig");

¥
break;

case Leader. UPTODATE:
LOG.error("Received an UPTODATE message after Follower started");
break;
case Leader. REVALIDATE:
revalidate(qp);
break;
case Leader.SYNC:
fzk.sync();
break;
default:
LOG.warn("Unknown packet type: {}", LearnerHandler.packetToString(qp));
break;

}
2.8 B 4a3)

S BFIRACTERBRET Omsazs

ZkClish 2) WU 8
org.apache.zookeeper.ZooKeeperMain ConpecieZly) . watchManager.defaultWat
cher = watcher
ZooKeeperMain.main( L @ltkZookecperAdmin 3) ML > split(connectstring,",);
. new
new ZooKeeperAdmin() ConnectStringParser()
new ZooKeeperMain(args) 4) O P R B »  serverAddresses.add()
v 2
Zockeener createConnection() —> new ClientCnxn()
5) #drrun 1 — 77 A % ¥ v
new
ZooKeeperMain(args).run > executeLine() ‘ new SendThread() new EventThread()
0

v
1 ARE% PS4

ZooKeeperThread.run()
‘ TIHRESUIR 25 St i J87 Ak

‘ processCmd()

I RS ERE R S5 5 |
Il ﬁ@*)fgﬁﬁﬁﬁéﬁ/‘} v

v
clientCnxnSocket.doTran

startConnect|
‘ processzKCmd() ‘ 0 sport()
v v
clientCnxnSocket.connect dolo)
0
h J v

sendThread.readRespons

e0

registerAndConnect()

ZkCli.sh
#!/usr/bin/env bash
ZOOBIN="${BASH _SOURCE-$0}"

ZOOBIN="$(dirname "${ZOOBIN}")"
ZOOBINDIR="$(cd "$ {ZOOBIN}"; pwd)"

if [ -e "$ZOOBIN/../libexec/zkEnv.sh" ]; then

. "$ZOOBINDIR"/../libexec/zkEnv.sh
else
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. "$ZOOBINDIR"/zkEnv.sh
fi

Z0O_LOG_FILE=zookeeper-SUSER-cli-SHOSTNAME log

"$JAVA" "-Dzookeeper.log.dir=${ZOO LOG DIR}" "o
Dzookeeper.root.logger=${ZOO_LOG4J PROP}" "-
Dzookeeper.log.file=$ {ZOO LOG FILE}"\
-cp "$SCLASSPATH" SCLIENT JVMFLAGS $JVMFLAGS \
org.apache.zookeeper.ZooKeeperMain "$@"

{E ZkCli.sh J3 3l Zookeeper if, 2 ZooKeeperMain java

Ctrl + n 4K ZooKeeperMain, #XZIFEF 1A H main() /7%

public static void main(String args[]) throws CliException, IOException, InterruptedException
{

ZooKeeperMain main = new ZooKeeperMain(args);

main.run();

H
2.8.1 BJ& ZookeeperMain

A 7k

public ZooKeeperMain(String args[]) throws IOException, InterruptedException {
cl.parseOptions(args);
System.out.println("Connecting to " + cl.getOption("server"));
connectToZK(cl.getOption("server"));

}

protected void connectToZK(String newHost) throws InterruptedException, IOException {
if (zk !=null && zk.getState().isAlive()) {
zk.close();
}

host = newHost;

boolean readOnly = cl.getOption("readonly") != null;

if (cl.getOption("secure") !=null) {
System.setProperty(ZKClientConfig. SECURE CLIENT, "true");
System.out.println("Secure connection is enabled");

}
zk = new ZooKeeperAdmin(host, Integer.parselnt(cl.getOption("timeout")), new
MyWatcher(), readOnly);

h
B1%E ZooKeeperAdmin X %

public ZooKeeperAdmin(String connectString, int sessionTimeout, Watcher watcher,
boolean canBeReadOnly) throws IOException {
super(connectString, sessionTimeout, watcher, canBeReadOnly);

}

public ZooKeeper(String connectString, int sessionTimeout, Watcher watcher,
boolean canBeReadOnly) throws IOException {
this(connectString, sessionTimeout, watcher, canBeReadOnly,
createDefaultHostProvider(connectString));
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public ZooKeeper(String connectString, int sessionTimeout, Watcher watcher,
boolean canBeReadOnly, HostProvider aHostProvider)
throws IOException {
this(connectString, sessionTimeout, watcher, canBeReadOnly,
aHostProvider, null);

)
2.8.2 WIEEALIE 28

public ZooKeeper(String connectString, int sessionTimeout, Watcher watcher,
boolean canBeReadOnly, HostProvider aHostProvider,
ZKClientConfig clientConfig) throws IOException {
LOG:.info("Initiating client connection, connectString=" + connectString
+ " sessionTimeout=" + sessionTimeout + " watcher=" + watcher);

if (clientConfig == null) {
clientConfig = new ZKClientConfig();
h

this.clientConfig = clientConfig;

watchManager = defaultWatchManager();
/I T&4E watcher BRI\ defaultWatcher
watchManager.defaultWatcher = watcher;

ConnectStringParser connectStringParser = new ConnectStringParser(
connectString);
hostProvider = aHostProvider;

11 % i 5 IR 5 28 I B A5 PR 48 9t

cnxn = createConnection(connectStringParser.getChrootPath(),
hostProvider, sessionTimeout, this, watchManager,
getClientCnxnSocket(), canBeReadOnly);

cnxn.start();

2.8.3 fENTEREHHE

public ConnectStringParser(String connectString) {
/I connectString = "hadoop102:2181,hadoop103:2181,hadoop104:2181"
// parse out chroot, if any
int off = connectString.indexOf('/");
if (off >=0) {
String chrootPath = connectString.substring(off);
// ignore "/" chroot spec, same as null
if (chrootPath.length() == 1) {
this.chrootPath = null;
} else {
PathUtils.validatePath(chrootPath);
this.chrootPath = chrootPath;
H
connectString = connectString.substring(0, off);
} else {
this.chrootPath = null;
}

// ""hadoop102:2181,hadoop103:2181,hadoop104:2181" FE 5]
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List<String> hostsList = split(connectString,",");
for (String host : hostsList) {
int port = DEFAULT PORT;
int pidx = host.lastIndexOf(":");
if (pidx >=0) {
// otherwise : is at the end of the string, ignore
if (pidx < host.length() - 1) {
port = Integer.parselnt(host.substring(pidx + 1));

i
host = host.substring(0, pidx);

serverAddresses.add(InetSocketAddress.createUnresolved(host, port));

}

private final ArrayList<InetSocketAddress> serverAddresses = new
ArrayList<InetSocketAddress>();

public class InetSocketAddress extends SocketAddress
{

// Private implementation class pointed to by all public methods.
private static class InetSocketAddressHolder {
// The hostname of the Socket Address EHL4ZHK
private String hostname;
// The IP address of the Socket Address &{5Huht
private InetAddress addr;
// The port number of the Socket Address ¥ 15
private int port;

2.8.4 BIEE(E

public ZooKeeper(String connectString, int sessionTimeout, Watcher watcher,
boolean canBeReadOnly, HostProvider aHostProvider,
ZKClientConfig clientConfig) throws IOException {
LOG.info("Initiating client connection, connectString=" + connectString
+ " sessionTimeout=" + sessionTimeout + " watcher=" + watcher);

if (clientConfig == null) {
clientConfig = new ZKClientConfig();
}

this.clientConfig = clientConfig;

watchManager = defaultWatchManager();
/1 TRAEL watcher 25 ERIA I defaultWatcher
watchManager.defaultWatcher = watcher;

ConnectStringParser connectStringParser = new ConnectStringParser(

connectString);
hostProvider = aHostProvider;
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I 7% i 55 AR 55 A8 i 1B 15 B 2

cnxn = createConnection(connectStringParser.getChrootPath(),
hostProvider, sessionTimeout, this, watchManager,
getClientCnxnSocket(), canBeReadOnly);

cnxn.start();

}

private ClientCnxnSocket getClientCnxnSocket() throws IOException {
String clientCnxnSocketName = getClientConfig().getProperty(
ZKClientConfig.ZOOKEEPER CLIENT CNXN SOCKET);
if (clientCnxnSocketName == null) {
clientCnxnSocketName = ClientCnxnSocketNIO.class.getName();
b
try {
/] BT FTFREL clientCxnSocket X5
Constructor<?> clientCxnConstructor =
Class.forName(clientCnxnSocketName).getDeclaredConstructor(ZK ClientConfig.class);

ClientCnxnSocket clientCxnSocket = (ClientCnxnSocket)
clientCxnConstructor.newInstance(getClientConfig());

return clientCxnSocket;
} catch (Exception e) {
IOException ioe = new IOException("Couldn't instantiate "
+ clientCnxnSocketName);
ioe.initCause(e);
throw ioe;

}

public static final String ZOOKEEPER CLIENT CNXN SOCKET
ZooKeeper.ZOOKEEPER CLIENT CNXN SOCKET;

public static final String ZOOKEEPER CLIENT CNXN SOCKET
"zookeeper.clientCnxnSocket";

protected ClientCnxn createConnection(String chrootPath,
HostProvider hostProvider, int sessionTimeout, ZooKeeper zooKeeper,
ClientWatchManager watcher, ClientCnxnSocket clientCnxnSocket,
boolean canBeReadOnly) throws IOException {
return new ClientCnxn(chrootPath, hostProvider, sessionTimeout, this,
watchManager, clientCnxnSocket, canBeReadOnly);

}

public ClientCnxn(String chrootPath, HostProvider hostProvider, int sessionTimeout,
ZooKeeper zooKeeper,
ClientWatchManager watcher, ClientCnxnSocket clientCnxnSocket, boolean
canBeReadOnly)
throws IOException {
this(chrootPath, hostProvider, sessionTimeout, zooKeeper, watcher,
clientCnxnSocket, 0, new byte[16], canBeReadOnly);

}

public ClientCnxn(String chrootPath, HostProvider hostProvider, int sessionTimeout,
ZooKeeper zooKeeper,
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ClientWatchManager watcher, ClientCnxnSocket clientCnxnSocket,
long sessionld, byte[] sessionPasswd, boolean canBeReadOnly) {

this.zooKeeper = zooKeeper;

this.watcher = watcher;

this.sessionld = sessionld;

this.sessionPasswd = sessionPasswd;

this.sessionTimeout = sessionTimeout;

this.hostProvider = hostProvider;

this.chrootPath = chrootPath;

connectTimeout = sessionTimeout / hostProvider.size();
readTimeout = sessionTimeout * 2 / 3;
readOnly = canBeReadOnly;

I BT AR
sendThread = new SendThread(clientCnxnSocket);
eventThread = new EventThread();

this.clientConfig=zooKeeper.getClientConfig();
initRequestTimeout();

}

public void start() {
sendThread.start();
eventThread.start();

SendThread(ClientCnxnSocket clientCnxnSocket) {
super(makeThreadName("-SendThread()"));
state = States. CONNECTING;
this.clientCnxnSocket = clientCnxnSocket;

setDaemon(true);

}

public ZooKeeperThread(String threadName) {
super(threadName);
setUncaughtExceptionHandler(uncaughtExceptionalHandler);

}

public class ZooKeeperThread extends Thread {}

/I ZooKeeperThread &—NE&EFE, PATE K run()HE
public void run() {

clientCnxnSocket.introduce(this, sessionld, outgoingQueue);
clientCnxnSocket.updateNow();
clientCnxnSocket.updatel.astSendAndHeard();

int to;

long lastPingRwServer = Time.currentElapsed Time();

final int MAX SEND PING INTERVAL = 10000; //10 seconds
InetSocketAddress serverAddress = null;

/I FEPEREE, EHRIE, BRI

while (state.isAlive()) {
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try {
if (!clientCnxnSocket.isConnected()) {
// don't re-establish connection if we are closing
if (closing) {
break;

H

if (rtwServerAddress != null) {
serverAddress = rwServerAddress;
rwServerAddress = null;

} else {
serverAddress = hostProvider.next(1000);

}
Il Ja R RS

startConnect(serverAddress);

clientCnxnSocket.updateLastSendAndHeard();
b

if (state.isConnected()) {

to = readTimeout - clientCnxnSocket.getldleRecv();
}else {

to = connectTimeout - clientCnxnSocket.getldleRecv();

}

if (to <=0) {
String warnInfo;
warnlnfo = "Client session timed out, have not heard from server in "
+ clientCnxnSocket.getldleRecv()
+ IImSH
+ " for sessionid 0x"
+ Long.toHexString(sessionld);
LOG.warn(warnInfo);
throw new SessionTimeoutException(warnlnfo);
J
if (state.isConnected()) {
//1000(1 second) is to prevent race condition missing to send the second
ping
//also make sure not to send too many pings when readTimeout is small
int timeToNextPing = readTimeout / 2 - clientCnxnSocket.getldleSend() -
((clientCnxnSocket.getldleSend() > 1000) ? 1000 : 0);
//send a ping request either time is due or no packet sent out within
MAX SEND PING INTERVAL
if (timeToNextPing <= 0 || -clientCnxnSocket.getldleSend() >
MAX SEND PING INTERVAL) {
sendPing();
clientCnxnSocket.updateLastSend();
}else {
if (timeToNextPing < to) {
to = timeToNextPing;
§

}

// If we are in read-only mode, seek for read/write server
if (state == States. CONNECTEDREADONLY) {
long now = Time.currentElapsedTime();
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int idlePingRwServer = (int) (now - lastPingRwServer);
if (idlePingRwServer >= pingRwTimeout) {
lastPingRwServer = now;
idlePingRwServer = 0;
pingRwTimeout =
Math.min(2*pingRwTimeout, maxPingRwTimeout);
pingRwServer();
h

to = Math.min(to, pingRwTimeout - idlePingRwServer);

}
1 BRWIR 25 Y WP L, A2

clientCnxnSocket.doTransport(to, pendingQueue, ClientCnxn.this);
} catch (Throwable e) {

synchronized (state) {
// When it comes to this point, it guarantees that later queued
// packet to outgoingQueue will be notified of death.
cleanup();

clientCnxnSocket.close();
if (state.isAlive()) {
eventThread.queueEvent(new WatchedEvent(Event.EventType.None,

Event.KeeperState.Disconnected, null));

H

eventThread.queueEvent(new WatchedEvent(Event.EventType.None,
Event.KeeperState.Closed, null));

ZooTrace.logTraceMessage(LOG, ZooTrace.getTextTraceLevel(),

"SendThread exited loop for session: 0x"
+ Long.toHexString(getSessionld()));

}

private void startConnect(InetSocketAddress addr) throws IOException {
// initializing it for new connection
saslLoginFailed = false;
if(lisFirstConnect) {
try {
Thread.sleep(r.nextInt(1000));
} catch (InterruptedException e) {
LOG.warn("Unexpected exception", e);
b
}

state = States. CONNECTING;

String hostPort = addr.getHostString() + ":" + addr.getPort();
MDC.put("myid", hostPort);
setName(getName().replace ALI("\(.*\\)", "(" + hostPort + ")"));
if (clientConfig.isSasIClientEnabled()) {
try {
if (zooKeeperSaslClient != null) {
zooKeeperSaslClient.shutdown();
}

zooKeeperSaslClient new
ZooKeeperSaslClient(SaslServerPrincipal. getServerPrmmpal(addr clientConfig),
clientConfig);
} catch (LoginException ¢) {

H% Java - K& i —python N LR ReBEkl Tak, AT EEVIH.: MESE M



Oerzs MEARARZ Zookeeper (EABAH)

logStartConnect(addr);
/I BRNLERE

clientCnxnSocket.connect(addr);

ctrl + alt +B #x % connect SZ¥ 2%, ClientCnxnSocketNIO.java

void connect(InetSocketAddress addr) throws IOException {
SocketChannel sock = createSock();
try {
registerAndConnect(sock, addr);
} catch (IOException e) {

LOG.error("Unable to open socket to " + addr);
sock.close();
throw e;

}

initialized = false;

/ &

* Reset incomingBuffer

3
lenBuffer.clear();
incomingBuffer = lenBuffer;

}

void registerAndConnect(SocketChannel sock, InetSocketAddress addr)
throws IOException {
sockKey = sock.register(selector, SelectionKey.OP_ CONNECT);
boolean immediateConnect = sock.connect(addr);
if (immediateConnect) {
sendThread.primeConnection();
}

}

void primeConnection() throws IOException {
LOG:.info("Socket connection established, initiating session, client: {}, server: {}",
clientCnxnSocket.getLocalSocketAddress(),
clientCnxnSocket.getRemoteSocketAddress());

Il FREARE —RERE

isFirstConnect = false;

ctrl + alt +B #$k doTransport S£HI2E, ClientCnxnSocketNIO.java

void doTransport(int waitTimeOut, List<Packet> pendingQueue, ClientCnxn cnxn)
throws IOException, InterruptedException {
selector.select(waitTimeOut);
Set<SelectionKey> selected;
synchronized (this) {
selected = selector.selectedKeys();
}

// Everything below and until we get back to the select is
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// non blocking, so time is effectively a constant. That is
// Why we just have to do this once, here
updateNow();
for (SelectionKey k : selected) {
SocketChannel sc = ((SocketChannel) k.channel());
if ((k.readyOps() & SelectionKey.OP CONNECT) !=0) {
if (sc.finishConnect()) {
updateLastSendAndHeard();
updateSocketAddresses();
sendThread.primeConnection();

}
} else if ((k.readyOps() & (SelectionKey.OP_READ | SelectionKey.OP_ WRITE)) !=

0) {
dolO(pendingQueue, cnxn);

}

}
if (sendThread.getZkState().isConnected()) {
if (findSendablePacket(outgoingQueue,
sendThread.tunnel AuthInProgress()) != null) {
enableWrite();

}
}

selected.clear();

}

void dolO(List<Packet> pendingQueue, ClientCnxn cnxn)
throws InterruptedException, IOException {
SocketChannel sock = (SocketChannel) sockKey.channel();
if (sock == null) {
throw new IOException("Socket is null!");
}

if (sockKey.isReadable()) {
int rc = sock.read(incomingBuffer);
if (rc <0) {
throw new EndOfStreamException(
"Unable to read additional data from server sessionid 0x"
+ Long.toHexString(sessionld)
+ ", likely server has closed socket");
}
if (!incomingBuffer.hasRemaining()) {
incomingBuffer.flip();
if (incomingBuffer == lenBuffer) {
recvCount.getAndIncrement();
readLength();
} else if (linitialized) {
readConnectResult();
enableRead();
if (findSendablePacket(outgoingQueue,
sendThread.tunnel AuthInProgress()) != null) {
// Since SASL authentication has completed (if client is configured to
do s0),
// outgoing packets waiting in the outgoingQueue can now be sent.
enableWrite();
}
lenBuffer.clear();
incomingBuffer = lenBuffer;
updateLastHeard();

H% Java - K& i —python N LR ReBEkl Tak, AT EEVIH.: MESE M



Oerzs MEARARZ Zookeeper (EABAH)

initialized = true;

} else {
/1 BN IR 55 Ui L
sendThread.readResponse(incomingBuffer);
lenBuffer.clear();
incomingBuffer = lenBuffer;
updateLastHeard();

}
h
if (sockKey.isWritable()) {

Packet p = findSendablePacket(outgoingQueue,
sendThread.tunnel AuthInProgress());

if (p !=null) {

updateLastSend();

/I If we already started writing p, p.bb will already exist

if (p.bb == null) {

if ((p.requestHeader != null) &&
(p.requestHeader.getType() != OpCode.ping) &&
(p.requestHeader.getType() != OpCode.auth)) {
p.requestHeader.setXid(cnxn.getXid());

H
p-createBB();

sock.write(p.bb);
if (!p.bb.hasRemaining()) {
sentCount.getAndIncrementy();
outgoingQueue.removeFirstOccurrence(p);
if (p.requestHeader != null
&& p.requestHeader.getType() != OpCode.ping
&& p.requestHeader.getType() = OpCode.auth) {
synchronized (pendingQueue) {
pendingQueue.add(p);
}

}

if (outgoingQueue.isEmpty()) {
// No more packets to send: turn off write interest flag.
// Will be turned on later by a later call to enableWrite(),
// from within ZooKeeperSaslClient (if client is configured
// to attempt SASL authentication), or in either dolO() or
// in doTransport() if not.
disableWrite();
} else if (linitialized && p !=null && !p.bb.hasRemaining()) {
// On initial connection, write the complete connect request
// packet, but then disable further writes until after
// receiving a successful connection response. If the
// session is expired, then the server sends the expiration
// response and immediately closes its end of the socket. If
// the client is simultaneously writing on its end, then the
// ' TCP stack may choose to abort with RST, in which case the
// client would never receive the session expired event. See
/
http://docs.oracle.com/javase/6/docs/technotes/guides/net/articles/connection_release.html
disableWrite();
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} else {
// Just in case
enableWrite();
}

}
2.8.5 4T run(

public static void main(String args[]) throws CliException, IOException, InterruptedException
{

ZooKeeperMain main = new ZooKeeperMain(args);

main.run();

}

void run() throws CliException, IOException, InterruptedException {
if (cl.getCommand() == null) {
System.out.println("Welcome to ZooKeeper!");

boolean jlinemissing = false;
// only use jline if it's in the classpath

try {

Class<?> consoleC = Class.forName("jline.console.ConsoleReader");

Class<?> completorC =
Class.forName("org.apache.zookeeper.JLineZNodeCompleter");

System.out.println("JLine support is enabled");

Object console =
consoleC.getConstructor().newlnstance();

Object completor =
completorC.getConstructor(ZooKeeper.class).newlnstance(zk);
Method addCompletor = consoleC.getMethod("addCompleter",
Class.forName("jline.console.completer.Completer"));
addCompletor.invoke(console, completor);

String line;

Method readLine = consoleC.getMethod("readLine", String.class);

while ((line = (String)readLine.invoke(console, getPrompt())) != null) {
executeLine(line);

} catch (ClassNotFoundException e) {

if (jlinemissing) {
System.out.println("JLine support is disabled");
BufteredReader br =
new BufferedReader(new InputStreamReader(System.in));

String line;

while ((line = br.readLine()) != null) {
I —4T—ATERB A
executeLine(line);

}
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}else {
// Command line args non-null. Run what was passed.
processCmd(cl);

J

System.exit(exitCode);

}

public void executeLine(String line) throws CliException, InterruptedException, IOException
{
if (!line.equals("")) {
cl.parseCommand(line);

addToHistory(commandCount,line);
IR L IRk iaee
processCmd(cl);
commandCount++;

}
}

protected boolean processCmd(MyCommandOptions co) throws CliException, IOException,
InterruptedException {
boolean watch = false;
try {
I fERT A2
watch = processZKCmd(co);
exitCode = 0;
} catch (CliException ex) {
exitCode = ex.getExitCode();
System.err.println(ex.getMessage());

}

return watch;

}

protected boolean processZKCmd(MyCommandOptions co) throws CliException,
IOException, InterruptedException {
String[] args = co.getArgArray();
String cmd = co.getCommand();
if (args.length < 1) {
usage();
throw new MalformedCommandException("No command entered");

}
if (lcommandMap.containsKey(cmd)) {

usage();

throw new CommandNotFoundException("Command not found " + cmd);
}

boolean watch = false;
LOG.debug("Processing " + cmd);

if (cmd.equals("quit")) {
zk.close();
System.exit(exitCode);

} else if (cmd.equals("redo") && args.length >=2) {
Integer i = Integer.decode(args[1]);
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if (commandCount <=1 || 1 < 0) { // don't allow redoing this redo
throw new MalformedCommandException("Command index out of range");
}

cl.parseCommand(history.get(i));
if (cl.getCommand().equals("redo")) {

throw new MalformedCommandException("No redoing redos");
H

history.put(commandCount, history.get(i));
processCmd(cl);
} else if (cmd.equals("history™)) {
for (int i = commandCount - 10; i <= commandCount; ++i) {
if (i < 0) continue;
System.out.println(i + " - " + history.get(i));
H
} else if (cmd.equals("printwatches")) {
if (args.length == 1) {
System.out.println("printwatches is " + (printWatches ? "on" : "off™));
} else {
printWatches = args[ 1].equals("on");

} else if (cmd.equals("connect™)) {
if (args.length >= 2) {
connectToZK (args[1]);
} else {
connectToZK (host);
H

}

// Below commands all need a live connection

if (zk == null || !zk.getState().isAlive()) {
System.out.println("Not connected");
return false;

}

/ execute from commandMap
CliCommand cliCmd = commandMapCli.get(cmd);
if(cliCmd != null) {
cliCmd.setZk(zk);
watch = cliCmd.parse(args).exec();
} else if (!commandMap.containsKey(cmd)) {

usage();

return watch;
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