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Abstract

for attackers because of its low cost and high profit. This paper constructed specific repackaging behaviors as data

The repackaging of smart phone applications based on Android operating system has become the first choice

samples from the perspective of software analysis, analyzed and tested the performance of the current popular repackaging
detection system based on similarity and code characteristics. An improved repackaging defense framework was designed
and implemented based on test results combined with the technology of self-decrypting code and software watermarking.
The framework did not require additional data sets or original applications to compare, and both the automatic defense
against repackaging behavior and the copyright ownership statement of software developers were taken into account, and

increased the difficulty of repackaging attack, thus reducing the occurrence of potential repackaging behavior.
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